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To get from

* sensor node (lopy or any other)

to
 managed data flows (Node-RED) Node-RED
] db
- storage (InfluxDB) & fnfiux
IC\‘
* visualization / analysis / interaction (Grafana) Grafana
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Agenda for this talk

e |Introduce the three elements

e Show them in live demo

and - for those who are hungry -

Offer you a guide on installing these yourself.

Two things i will be using

though we will only cover them later this week:
- MQTT

* The Things Network
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MQTT

MQTT is a

lean and fast
publish/subscribe
messaging protocol
running on top of TCP/IP

(more tomorrow!)
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The Things Network /1

* The Things Network is a global movement, a kind of
“The people’s Internet of Things”.
* Open source
* Free ... to set up and run their own, in particular:
Anyone who perpetrates a "Things Access" or a "Things Gateway" will
do so free of charge for all connecting devices and servers.
This to some degree explains our current interest in TTN, in an

educational context.

Source, Details:
https://github.com/TheThingsNetwork/Manifest
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The Things Network /2

* The Things Network is a global movement, a kind of
“The people’s Internet of Things”.
* It's one possible choice when doing LoRaWan.
* It's Open source, you are free ... to set up and run their own, in
particular:
Anyone who perpetrates a "Things Access" or a "Things
Gateway" will do so free of charge for all connecting

devices and servers.

Source, Details:
https://github.com/TheThingsNetwork/Manifest
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The Things Network /3
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THE THINGS

NETWORK

o,

Node-RED
&) influxdb n

Grafana
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Overview /2

©) influxdb @

Grafana

store show
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Overview /3

Network

@ influxdb @

Grafana
IP
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Overview /4

Locations

©) influxdb @

Grafana

|ld be anywhere
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Overview /5

Freedom freedoms
Of

Choice

any database, really

@) influxdb @

Grafana
any graphics &
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Node-RED /1

Node-RED is a

graphical tool for wiring together

hardware devices, APIs and online services DQ

in new and interesting ways. Node-RED

It provides a browser-based editor that makes it easy to wire together
flows using the wide range of nodes in the palette

that can be deployed to its runtime in a single-click.

Built on Node.js
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Node-RED /2 principle
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Node-RED /3 nodes

Examples of existing nodes: o i N W
Input/Output: tcp, udp, http, z ;mm : M: |
maqtt, ttn, ... e
debug, status, inject, link, trigger e WEEE | — | o
Functions: logic, analytics GlEE I |~
Storage: e.g. databases ﬂ?¢ e E—

Social: e.qg. tweet, mail change

You can write your own nodes! i— .-,:e

It is a bit like a DJs patchbay. — =
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Node-RED /4 node config

Nodes are configured by double-clicking and editing the necessary info,

e.qg.
MQTT topics,
http URLs,

TheThingsNetwork applications and security keys
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Node-RED /5 adding nodes

You may add nodes, e.qg. the ttn node,

https://flows.nodered.org/node/node-red-contrib-ttn

via the command line, like so: N Vew
. . Flow
$ npm install node-red-contrib-ttn .
1D
Status Search flows
Or yOU can gO tO the nOde'RED menu ==> Informal Configuration nodes

F

Subflows

Manage palette

and then ...
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https://flows.nodered.org/node/node-red-contrib-ttn

Node-RED /6 adding nodes

Use the palette manager to find and install new nodes, in this example,

A serial port node to read direct input over USB serial

Q Seb's datz  User Settings Q Seb's dats  User Settings
v input ~ input
msg/app; P msg/app;
®c ctec
inject View Nodes Install inject ® View Modes Install
afiter nodes . y ~
catch T sort:| az | recent =
< Keyboard Pe Keyboard
node-red p—
status ? e — a serialpor] iz x
Palette . Palette
link s A8 e -, © node-red-contrib-serialport-rs485
Node-RED nodes to talk to serial ports with RS485/Autoswitch RTS
matt ¥ node-red-contrib-enocean matt % 006 B 11months ago instal
% 003
| > 4 nades remove | | disable a i
i ftn mapf o ! http ttn mapy © node-red-node-serialport =
[ ] ed | e 1 Node-RED nodes to talk to serial ports
wEbsnsker © node-red-contrib-influxdb websocket % 065 B 2months ago nstal
% 021
tcp > 4 nod tcp
DS18B2¢ DS18B2¢
ud .
P @c ® node-red-contrib-lora-packet-converter udp o
% 1017
ttn d {
s < > 1 node Temow disable al ttn device 6
|
ttn message N 1
msglapp: & node-red-contrib-telegrambot ttn message msg/appi]
enocean [] : 3 ] = 1
v 6 emove | | disable ‘enocean :
listener ° 1ove | | disahle al
listener
serial
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Node-RED /7 node config ttn

Example of a TTN node:

Edit ttn device node info debug
Delete Cancel Node
. MName dewvlopy-seb04
~ node properties
Type ttn device
' ' I "e0927e84. f6b3el18"
W Name dev/lopy-seb04| |
: show more -
= App pitlab-core :I # .
Information

R Device ID 70B3D54990E351DA A node to receive events from devices on The

Things MNetwork.

T Event u L .
P The application and event must be configured

in the node. A device 1D to filter on can also
be configured.

The output message:

« dev id . the ID of the device that sent
the message.
« payload , the original MQTT events
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Node-RED /8 flows

Flows are combinations of . W
inputs, outputs, connections, - == {

|

_ —— o
Actions, etc | ==
hich h d = - o

which you can share and reuse. — — S

= = |
e.g. receive sensor messages, —

do calculations on the values, keep averages or deltas, put them
in a database, trigger an actuator,

and inform the owner via messages.
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Node-RED /9 text

While this is a graphical tool,

behind the scenes it s all text files

[{"id":"e7fbofb.21ef46" ,"type”:"tab","label":"Seb's data flows","disabled":false,"info":""},{"id":"fe3B3aze.538d78", "type":"ttn app”,"z":"" ,"appld":"pitlab-
ds1Bb208", "region eu”,"accessKey":"ttn-account-v2.D7-uy5QHbEvbjOv65hV_| DI4cthPAC8tHTGNQoiGYno"},{"id":"?714594.89e3cas”,"type":"ttn app","z":"","appId": "pitlab-
ds1Bb20", "region -w2.D7- uySQHbEvbjOvSShV DI4chFHPAC8tHTGNQolGYno

{"id":"2e1a5f7.eccaa", "type" "lnFluxdb” "z 12? e.@.1", "BOEG" "database":"pit@81","name":"", "usetls":false,"tls":""},

{"id 132c2Fb3.?d3c", ttn app" e?FbQFb 21ef46" ,"appld":"","region":"" accessKey :"4e72eBd2.31e58", "type":"ttn app","z":"", "appId pitlab-

core” . raglun :"ttn- accuunt w2 XLXDZg4chTGX 4ubr4F3ASStKGlt49VquHQl QIRe"},{" :"c433206c.cbBBb" , "type": "mgtt-

brok "z" '"influx itu.dk”,” lientid":"","usetls":false, :true,"keepalive”:"68","cleansession”: true, "willTopic™:"","willQos™:"@", "willP:
{"id ”?ddfgcgc ttn app” itlab- test seb-2@1804"," ccessKey":"ttn-account-vz.uNQlc1i02r441nJVyb9ngVPEgNlljBOMNBthBLrng 1.

{"id bbeszaff.bEc3B", type pp pitlab-seb-temperatura-humidity"ﬂ

v2.d1HGrFbctUyngVrcXcO_DBV2Qwdme] H?VC4Bqu5Kg },{"ld' ebf65f2f.3c1748" , "type":"ttn app","z" :"dk-cph- Ltu pitlab-81","region":"eu","accessKey":"ttn-account-

v2. ZuhV653kNlCAOP5m0f9u9KIBmA]JP3Hq62wi6FYZdM"} {"id":"e927eB4.f6b3elB", "type":"ttn device","z" e?beFb 21ef46" ,"name" : "dev/lopy-

seb@a”,"app”:"4e7ze8d2.31e58", "dev id":"78B3D5439BE351DA", "event”: "up" ,"x": 96. 53570556648625,"y" : 115.3215332083125, "wires": [[ " 71231f80.Fdba3s" 1]},

{"id 6&432?35.6&1463","type": "influxdb

out",” "e?FbQFb.215F46","inFluxdb"'"ZElaSF? ecc%aa”, "name” measurenent":"tindiestick","precisicn":"","retentionPolicy":"","x”:llBﬂ,"y":Aﬂ,”wires":[]},

:"d6éac24de.cB6ETE" ,"type": "ttn nessag z"'"e?FbQFb 21ef46” nane":"msgfapp:dk-cph-itu-
81", "app": "ebfssfzf 3c1?4B" "dev_- "Field":"","x":129,"y":31,"wires": [["5Ff37B1c.a6152", "2d37e02c.B8308c28" ,"1db6ebe3.327dec" 11},

"2d37e@2c.B30c28","type”: functlon Lz " "eTfbofb. Zlef46“,"name' "function 3 - 3 sticks and waterTemp”,"func":"nede.leg (\"function 3 called\”)\nvar msgAll =

{ payload: msg.paylead};\nvar msg@ = { payload :msg.payleoad[@] };\nvar msgl = { payload :msg.payload[1] };\nvar msg2 = { payload: msg.paylead[2] };\nvar msg3 = { payload:

msg.payload[3] };\nvar msg4 = { payload: msg.payload[4] };\nvar msg5 = { payload: msg.payload[5] }:\nvar msgé = { payload: msg.payload[6] };\nvar msg7 = { payload:

msg.payload[7] };\nvar msgB = { paylead: msg.payleoad[8] };\nvar msg9 = { payload: msg.payload[9] };\nvar msgl®@ = { payload: msg.payleoad[18] };\nvar msgll = { payload:

msg.payload[11] };\nvar msgl2 = { payload: msg.payload[12] };\nreturn [ msg®, msgl, msg2, msg3, msg4, msg5, msg6, msg7,msgB, msg%, msgl@,msgll, msgl2 ];

\n","outputs”:"13","noerr”:0,"x":462.857177734375,"y" :145.71426391601562, "wires": [["109162f9.a35295" , " f464746b.2c73c" ], [ "F6162812.22b968" ], ["2ce7B4ac. 12558¢" ],

["195b976d.dd29e9" ], ["6fB9dB2d. afB4bB" ], [ "12d1FcB1.2209a3"],[ "62791b96.df9cB4" ], [ "B63F73e.2fB189" ], [ "10afd128. 2aabcf" ], [ "a23ae5fd.b2d2cB" ], ["SeTd504e.3505e8" ],

.f6a148"]1,["f4314019.a81c58" 11}, {"id": "687145e1.4c ", "type": "influxdb

e7fbofb.21efd6", "influxdb": "2e1a5f7.eccBaa"”, "name” ”maasurenent :"lopySebBZ" 'precision” ,"retentionPolicy”:"","x":1188,"y": 80, "wires":[1},

5Ff3?31c.36152","type”:"function”,"z":"e?FbQFb.ZleF4 ,"name":"function 84","func":"node.log (\"function 84 called) \nvar msgl = {payload: msg.payload[2]};\nreturn

;\n", "outputs”:"1","noerr":@,"x":390. 0000305175731 24, 235?13195300?&,"w1re5” [[]]} {"ld"'"FSlSZBlZ 22b968" ,"type": "influxdb

e?fbgfb.215f46","influxdb": 2elasf7.ecc9aa”, "name”:"","m asurenent 083-81-moist”, prects on R retentlonPollcy UM, "x":1272,"y" 1182, "wires":[1},

"109102f9.a35295", "type": "influxdb out”,"z" "e?fbgfb 21ef46 "influxdb 2ela5f7.ecc%aa", "name measurement”:"083-01-

"precision”:"","retentionPolicy":"","x" 11?3,"y”.142, ires":[1},.{"id" ce7B4ac.12558c", "type

."e?FbDFb.ZleF46","influxdb": 2elaSF?.eccgaa","name'. ', "measurement 083-81-1ight","precision

F4314019 SB" "type":"influxdb out","z":" "influxdb 2ela5f7.ecc%aa", "name"”

retentlonPollcy "L, Ux":1264, ":[1}.{"1id" 2d1fcB1.22@9a3", "type

"e7fbefhb. 21&F46" "influxdb":"2ela5f7.ecclaa "measurement B83-82-1ight","precision

EFEQdBZd afB4bB" type" "influxdb out","z":"e7fbofh. 21EF46" "influxdb 2el1a5f7.ecc%aa", "name

ecision":"" retentlanPollc B d 11264,"y": 195b576d.dd29e58" , "type

e?FbQFb.215F46" "influxdb": 2elaSFT e 083-82-temp","precisi

1Bafd123.zaabcf","type' 2ela5f7.ecc9aa”, "name
QAIFTIa FFRIQA"Y "+una™

which you can access via shell, edit, export, import,

accessKey":"ttn-account-

ppId

=

retentionPolicy":"","x":1257,"y":224,"wires":[]},
":"083-085-

,'retentionPolicy”
,"measurement”:"B83-82-

influxdb

,"retentionPolicy™:"" ,"x":1267,"y":264,"wires":[1},

measurement”:"003-83-
influvdh

x":1257,"y":344, "wires":[1},

m
:"e7fbofb.21ef46", "influxdb

SME ML AET "uT e AKA Twirac”-TT1 S7

Timht" "nracicinan®s ratantinnbalice”
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InfluxDB /1

InfluxDB is an open-source time series database developed by

InfluxData.

It is written in Go and optimized for fast, high-availability storage and
retrieval of time series data in fields such as operations monitoring,
application metrics, Internet of Things sensor data, and real-time
analytics.

Open Source: Each component (except for some ...) of the InfluxData

platform or TICK Stack is on github and available via a simple download.

| |
The company Influxdata is venture funded. @ ’nﬂUde



InfluxDB /2

SQL-like language with builtin time-centric functions for querying a data
structure composed of measurements, series, and points.

Each point consists of several key-value pairs called the fieldset and a
timestamp. When grouped together by a set of key-value pairs called the
tagset, these define a series. Finally, series are grouped together by a

string identifier to form a measurement.
measurement (,tag key=tag val)* field key=field val(,field key n=field value n)*

(nanoseconds-timestamp)

Values can be 64-bit integers, 64-bit floating points, strings, and booleans.
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InfluxDB /3

Main differences to a classical SQL database or NoSQL database:

It s for time series - nothing else!

A "table" (called measurement here) has 2 “columns”, not more *:
a timestamp and the value for that point in time.

(You can add optional “tags” to create some structure).

You would not keep an address database or such in InfluxDB.

* it s actually possible, but not advised to do so: https://stackoverflow.com/questions/45368535/influxdb-single-or-multiple-

measurement#45545405
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InfluxDB /4 look inside: the shell: show databases

InfluxDB shell 0.10.0
> show databases
name: databases

name

_internal

pit001

pit002

pit003
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InfluxDB /5 look inside: the shell: show measurements

> use pit001

Using database pit001
> show measurements
name: measurements
name

003-01-1ight
003-01-moist
003-01-temp
003-02-1ight
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InfluxDB /6 look inside: the shell: select

> select * from "004-0l-temp"

1525096049108783758 50
1525096124247923458 49
1525096199476486703 49
1525096274435089220 50
1525096349502370874 50
1525096424982100010 50
1525096499794455963 49
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InfluxDB /6 look inside: the shell: create database

> CREATE DATABASE MyNewDatabase

>
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InfluxDB /6 look inside: the shell

> select * from "004-0l-temp"

1525096049108783758 50
1525096124247923458 49
1525096199476486703 49
1525096274435089220 50
1525096349502370874 50
1525096424982100010 50
1525096499794455963 49
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InfluxDB /7 access

Typically, you would access data via network rather than direct -
InfluxDB accepts data via HTTP, TCP, and UDP.

For example you could connect from ....
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Grafana /1

Visualizing, Monitoring, Analyzing, Querying, Alerting IC\‘

Grafana

As of right now, there are

41 data sources, 30 panels, 17 apps and 857 dashboards
available.

Data sources include: influxDB, MySql, Postgres, Azure, ...
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Grafana /2

Graphite

Cloudwatch

Prometheus

1
I- I :
2
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Elasticsearch

—(©)

InfluxDB

Hosted Metrics
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Grafana /1

Dashboards, Graphs, Queries:

Setting up a new one is mainly click, drag and drop.

() B8 New dashboard -

thi# NewPanel Add

(11111}
Graph

1

Text

Dashboard list

Paste

./
Singlestat
Heatmap

Row
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Table
Alert List

Plugin list

Graph General Metrics

Data Source  default +

Axes

SELECT "value" FROM "008-01-temp”

Legend

Display

Alert

Time range




Grafana /4

Alerts

let you define flexible alert conditions

Alert Config
and

Mame DS18B20 - temp only - in halfCelsius ;) al... Evaluateevery 60s

may trigger

Conditions

last () query (A, 105, now)

Edit Notification Channel
- Name sebAlert
emails,

Type Telegram

Send on all alerts

telegram messages,

Include image

SIaCk messages' — Telegram API settings

BOT API Token 53¢

Chat ID 923
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Node-RED, Grafana & Influx demo
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Installing your own

Get Started

Node-RED is built on Node.js, taking full advantage of its event-driven, non-blocking model. This
makes it ideal to run at the edge of the network on low-cost hardware such as the Raspberry Pi as
well as in the cloud.

X o X

Run locally On a device In the cloud

IBM Bluemix
SenseTecnic FRED
Amazon Web Services

s Getting started
s Docker

Raspberry Pi
BeagleBone Black

Interacting with Arduino
Android
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Installing your own

 While a server is the preferred place for these, you can do a demo on
your laptop or on a Raspberry Pi or such.

 Our guide is at
https://github.com/ITU-PITLab/public/blob/master/TheThingsNetwork+node-red+influxdb+grafana.md

It mainly links to guides on the websites of TTN, Node-RED,
influxdb and Grafana, and adds a few tips and hints.
e Itis targeted at Debian/Ubuntu - installation on other operating

systems is a bit different - check this and the links therein:

https://www.thethingsnetwork.org/labs/story/store-and-visualize-data-using-influxdb-and-grafana

and use your search engine, e.qg. with query like “Influxdb installation Windows”
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https://github.com/ITU-PITLab/public/blob/master/TheThingsNetwork+node-red+influxdb+grafana.md
https://www.thethingsnetwork.org/labs/story/store-and-visualize-data-using-influxdb-and-grafana

Installing your own

For the impatient, here s the short version:

# Installation / commands summary (Debian/Ubuntu)
// Node-RED

# apt-get install nodejs  (<<< or nodejs-legacy)

# nodejs -v ( or: node -v)

# apt install npm

# npm install -g --unsafe-perm node-red

(start with)

# node-red

/1 Influx

# apt-get install influxdb influxdb-client

(test with)

# influx

// Grafana

# wget https://s3-us-west-2.amazonaws.com/grafana-releases/release/grafana_5.1.0_amd64.deb
# sudo dpkg -i grafana_5.1.0_amd64.deb

# service grafana-server start
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Thank you!

e Contact me via

sebastian@itu.dk
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