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The Blockchain

A digital ledger that records the transter.of digital
assets.

But-alsoa software, a protocol, a network, digital
anarchy...

Invented to record the transactions of the Bitcoin
cryptocurrency.
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A Practical Example

Alice wants to buy a Pycom from Bob over the Internet.

Both have a Bitcoin wallet application on their smartphones.

Alice sends the appropriate amount in Bitcoin to Bob’s payment
address.

A distributed peer-to-peer network of computers running blockchain
software verifies that Alice has the funds available, and transfers the

correct amount to Bob.



Who Can You Trust?

“They say we’ll be your friends
We'll stick with you till the end
Ah but everybody’s only
Looking out for themselves

And you say well who can you trust...”

~ Cyndi Lauper - Money Changes Everything

cc: MichaelKuhn_pics - https://www.flickr.com/photos/77864340@N00
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" can record our mtentuons in a contract that can be
enforced through legal means if one party defaults.

3. We can involve a trusted third party, like PayPal or a credit
card company to process the transaction.

In our example, Alice and Bob did none of these




Problem:

You can’t trust strangers.

Enforcing a contract is difficult, expensive, and takes along time.

Third parties are expensive, and are not always available (say, to the

underbanked in developing countries).



Trust Via Blockchain

Alice and Bob depended upon a distributed peer-to-peer
network of computers running blockchain software to verify
and enable the transaction.



Let’s Go A Little Deeper...



Three Technologies Underlying Blockchain

1. Private key cryptography

2. Adistributed peer-to-peer network of
computer nodes

3. Blockchain software



Private Key Cryptography

e public key + private key = digital identity
e Digital assets are sent to the public key address

e Unlocked with the private key






Blockchain Software

Verifies and‘permanently records
each transaction
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Transaction is Validated

e Each computer node runs an algorithm to
validate the transaction
e T[hey also compete to be the first to solve a

cryptographic puzzle that proves they have
done the work to validate the transactions.

e The first node to solve the puzzle gets a
reward.



Create a Block
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Transaction Complete

The record of the transaction is
permanent and cannot be altered.

Note that there was no trusted third
party, only a network running blockchain
software.



How is the Record Permanent?

The contents of each block, and
the pointers to the previous

blocks, are cryptographically
hashed



What is a Hash?



Properties of a Hash



“A*More Automated Transaction Example

e T~—n ™ o ] ‘
\‘~..\, \\ o~ “\\
g ~
5 N w
\ \
\ \
)

avent (33\/ payment fum the chip vendor for
intellectual property it has licensed)



So We Can Say The Blockchain Is

A distributed, shared ledger

A data structure (like a'linked list with hashed
pointers)

A decentralized database

A peer to peer network of decentralized
computers

A collection of software and protocols
A trust layer for the web; and elsewhere



Why is there so much.interest in the blockchain?




What The Blockchain Enables

Time stamps

A way to create and track digital assets

Proof of ownership or rights (like intellectual property)
Privacy, but also transparency

Allows transactions to also contain rules for trust
Self-executing, self-enforcing agreements

Resistance to central points of failure, or censorship

A way to conduct transactions without a trusted
intermediary

Decentralized services and governance



o Low. cost

. Greater speed

. Trust and security
. Reliability:

o Transparency.

o Accuracy

. Permanent recorad

J Global

J Distributed/redundant

J Fault-tolerant/reliable

. No need for trusted intermediary or central authority
. Low: barriers to use (device and Internet connection)

o Corruption resistance



Broad implications of the blockchain

e May eliminate a lot of intermediaries and intermediary
services

e Will redefine how some processes operate

e Will require new regulatory and legal policies

e \Will enable new services

e \Will enable value to be created and transferred in new
WEWS

e A way to bring trust to situations where it was previously
not possible



Wallets

Software, Web & mobile wallets
Cold storage; multisig
Vaults

Exchanges

Trading, spot & forward exchanges
Stock exchanges
Currency exchanges & clearing
houses
Interexchange - cryptoSWIFT

Applications
Online gambling, gaming, betting &
casinos
Social media integration
Mobile platform integration

Mining
Rig manufacturers, distributors &
users
Cloud & industrial mining pools
‘Scrypt’ mining

Financial Services
Bitcoin ‘banking’
Remittances, money transfer &

payments
ecommerce

Trust & Verification
AML; KYC,; verification; compliance;
governance and risk management &

regulation (of customers, merchants
& service providers)
Consumer protection

Support Services
Recruiting, accounting, consulting,
regulatory compliance & technical

support
Security

Infrastructure
Core & open source platforms
ATM’s & POS
Peer-to-peer and distributed
networks

Payments & Value Exchange

POS merchant & consumer services
Mobile payments
Peer-to-peer & distributed network
Integration

The Blockchain & Big Data

Blockchain parsing & analysis
Internet of things, value exchange,
smart contracts, databases & ledgers

News & Data Services
Pricing updates; aggregated info
sources; trend analysis & news feeds

Investments

ETFs &
Investment Trusts

Venture Capital
Crowdfunding 32




Unknowns

Complex technology

Challenges to implementation

Regulatory implications

Competing platforms

Loss of control by governments and banks

May enable new forms of crime and corruption



Gartner Hype Cycle for Emerging Technologies, 2016

Plateau will be reached in:

- ) Machine Learning
C%n'gvjni’;zte;?ﬁ:::rs Software-Defined Security @ less than 2 years
Blockchain o Autonomous Vehiclgs . 2 to 5 years
Nanotube Electronics (O 5to 10 years

Smart Robots
@ more than 10 years

Micro Data Centers o
Gesture Control Deviceso
loT Platform (O
Commercial UAVs (Drones) O
Affective Computing O
Smart Data Discovery O
Virtual Personal Assistants O

Brain-Computer Interface
O Conversational

.Software—Defined Anything (SDx)

. Natural-Language Question Answering

Volumetric Displays O User Interfaces
Smart Workspace O OEnterprise Taxonomy and
Parsonal Analytics O Ontology Management
O Human O ) )
Virtual Reality

Expectations

Quantum Computing Q) Augmentation
Data Broker PaaS O
(dbrPaas)@y Neuromorphic Hardware
O cContext Brokering

O 802.11ax
@ General-Purpose Machine Intelligence

@ 4D Printing
OSmart Dust

O Augmented Reality

As of July 2016

Plateau of

Innovation SRS Trough of
= Inflated i m =
Trigger Exp';c?ations Disillusionment Slope of Enlightenment Productivity
Time

Gartner



Resource

The Princeton Bitcoin Book:
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