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RPL: IPv6 Routing Protocol for Low power and Lossy Networks

Directed Acyclic Graph (DAG)

Destination Oriented DAG (DODAG)

https://tools.ietf.org/id/draft-ietf-roll-rpl-19.txt

ICMPv6 control messages

• DAG Information Object (DIO): sends DODAG information downwards

• Destination Advertisement Object (DAO): sends destination information upwards

• DAG Information Solicitation (DIS): requests a DIO

https://tools.ietf.org/id/draft-ietf-roll-rpl-19.txt


RPL: IPv6 Routing Protocol for Low power and Lossy Networks

https://tools.ietf.org/id/draft-ietf-roll-rpl-19.txt

1. Nodes periodically send link-local multicast DIO 

messages

2. Nodes listen for DIOs and use their information to 

join a new DODAG, or to maintain an existing DODAG

3. Nodes may use a DIS message to solicit a DIO

4. Based on information in the DIOs the node chooses 

parents that minimize path cost to the DODAG root

https://tools.ietf.org/id/draft-ietf-roll-rpl-19.txt
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https://tools.ietf.org/html/draft-ietf-6lowpan-hc-06

core/net/ipv6/sicslowpan.c

platforms/z1/contiki-conf.h

https://tools.ietf.org/html/draft-ietf-6lowpan-hc-06
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02-ipv6







examples/zolertia/tutorial/02-ipv6/01-udp-local-multicast/Makefile

This flag enables IPv6 support



examples/zolertia/tutorial/02-ipv6/01-udp-local-multicast



examples/zolertia/tutorial/02-ipv6/01-udp-local-multicast



examples/zolertia/tutorial/02-ipv6/example.h



examples/zolertia/tutorial/02-ipv6/01-udp-local-multicast



examples/zolertia/tutorial/02-ipv6/01-udp-local-multicast



examples/zolertia/tutorial/02-ipv6/01-udp-local-multicast



examples/zolertia/tutorial/02-ipv6/01-udp-local-multicast



examples/zolertia/tutorial/02-ipv6/01-udp-local-multicast



examples/zolertia/tutorial/02-ipv6/01-udp-local-multicast

LQI 97-104 indicates a good demodulation
RSSI close to -95dBm is the limit



examples/zolertia/tutorial/02-ipv6/01-udp-local-multicast



examples/zolertia/tutorial/02-ipv6/01-udp-local-multicast

How to improve our range:

• Increase the transmission power

• Use antennas with higher gain

• Increase antenna’s height

• Use directive antennas

Thumb-rule: every 6dB we double the range
Antena 2.4GHz 5dBi “whip”

Image from Rokland LLC



examples/zolertia/tutorial/02-ipv6/03-sniffer + wireshark



core/net/ipv6/sicslowpan.c





In a terminal

make sniffer.upload

python sensniff.py --non-interactive -d /dev/ttyUSB0 -b 115200

In another terminal

sudo wireshark -i /tmp/sensniff







examples/zolertia/tutorial/02-ipv6/02-border-router

Border Router

The node talks to the host through the USB, it

receives a /64 prefix from tunslip6.  The node

handles all the processing and it is limited by its

resources

IEEE 802.15.4/6LoWPAN

Red inalámbrica 2.4GHz

Tunnel interface – tun0

The tunslip6 script creates a tunnel

interface, forwards data from IPv6 

to/from the 6LoWPAN network

A node as Border-Router



examples/zolertia/tutorial/02-ipv6/02-border-router

Slip Radio

The host controls the node through the USB, 

it sends commands to drive the radio  

Native Border-Router

The host acts as the router, it has more 

routing and processing capabilities

A node as slip-radio, native Border-Router

IEEE 802.15.4/6LoWPAN

Red inalámbrica 2.4GHz



examples/zolertia/tutorial/02-ipv6/02-border-router

Ethernet Border-Router

It uses IP64 (NAT64 + DNS64), 

allows to communicate to 

IPv6/IPv4 without an external

application

Node + Ethernet (IP64)

IEEE 802.15.4/6LoWPAN

Red inalámbrica 2.4GHz



examples/zolertia/tutorial/02-ipv6/02-border-router
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UDP6 Server + client



examples/zolertia/tutorial/02-ipv6/03-client-and-server

We need the following:

A Border Router (running on a Z1 mote)

cd examples/zolertia/tutorial/02-ipv6/02-border-router

make border-router.upload && make connect-router PREFIX=aaaa::1/64

An UDP Client (running on a Z1 mote)

cd examples/zolertia/tutorial/02-ipv6/03-udp-client-and-server

make 03-udp-client.upload MOTES=/dev/ttyUSB1 && make login MOTES=/dev/ttyUSB1

The UDP server (running on the Raspberry Pi)

A Python script named “IFTTT_client.py” or “UDPServer.py”

cd examples/zolertia/tutorial/02-ipv6/03-udp-client-and-server

python UDPServer.py  or alternatively Python IFTTT_client.py

-------

Always make a “make motelist” to know what USB ports the Z1 motes are using, remember

to write down the Product ID numbers to help recognizing the devices!  If you are unsure

about what application is running in a Z1 mote, use “make login” with the MOTES argument

and press the RESET button, it will show the name of the process running ;-)



examples/zolertia/tutorial/02-ipv6/03-client-and-server

03-udp-client

Node ID: 0x4567

aaaa::c30c:0:0:4567

Receives the aaaa::/64 prefix from the

Border Router when joining the DAG.  

Sends an UDP packet to aaaa::1

Border Router

Node ID: 0x1234

aaaa::c30c:0:0:1234

Receives the prefix from tunslip6 (over the USB) 

when the tunnel “tun0” is created with tunslip6

Tunnel interface “tun0”

aaaa::1/64

Created when running the tunslip6 

script in the host.  Is a virtual tunnel

interface, it sends the aaaa::/64 prefix

to the Border Router.  The Raspberry Pi 

will have a “tun0” interface with an

aaaa::1/64 address

1

2

3

USB connection to 

/dev/ttyUSB0

6LoWPAN 

Wireless network

2.4GHz

When the UDP Server runs in the host, 

it will use the same address as the

host, in this case the aaaa::1/64. 4
In the “contiki/tools” location, to create a tunnel type:

sudo ./tunslip6  -s /dev/ttyUSB0 –t tun0 aaaa::1/64



examples/zolertia/tutorial/02-ipv6/03-client-and-server

UDPServer.py

Publish the received data to a topic

MQTT broker

iot.eclipse.org

03-udp-client

Sends temperature, 

acceleration and battery data 

to the UDP server

Border Router

IPv6/6LoWPAN

Mqtt_client.py

Subscribed to the topic, when the UDPServer

publishes something we received the message



examples/zolertia/tutorial/02-ipv6/03-client-and-server
core/net/ip/udp-socket.h



examples/zolertia/tutorial/02-ipv6/03-client-and-server



examples/zolertia/tutorial/02-ipv6/03-client-and-server
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python UDPServer.py

examples/zolertia/tutorial/02-ipv6/03-client-and-server



python mqtt_client.py

examples/zolertia/tutorial/02-ipv6/03-client-and-server

This is the topic
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