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Wireshark (I)

» Wireshark is a sniffer, a free and open-source packet

analyzer, allows packet traces to be sniffed, captured,
and analysed

» We can capture packets in an interface and Wireshark
understands the protocols used and shows the
Information in a friendly way

» Features:

Avallable for Windows, Linux y Mac OS
Graphical interface

Allows for filtering the packet captures
Generates statistics and graphs

Lot of protocols supported
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Wireshark (I

» 4 areas: menus and filters, list of captured packets, detailed information
about the selected packet full content of selected pkt in hex and ASCI|I
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41 1. 054ER000( 192,168, 0,357 192 105.0.3%9 e J08 Session Setep AndX Roguest, NTLMSSP ASGOTY
42 11, 983088006192, 168.0,159 192.168.0.157 e 414 S45310N Setup ANEX ReSPONse, NTLMSSP CHALL
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47 12.0838145006192.168.0.1%9 192.168.0.1% ™o 126 Tree COrmect AndX Resporae

48 12,.04395000¢192,165,0,357 192,108,0.1%9 LANAN A8 netServerineml Reguest, workstation, Serwve
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+ Ethernet XX, Src; B8:53:2e:35:37:72 (S8:53:2e:15:37:72), Ost: IPviecant O¢ (33:33:00:00:00:0¢)

W Internet srotocol versfon 6, Src: fed0::3811:4aT:0109:145S (fefO: 1 81F taaT 1DIDS:I455), Dsu: FIO2::c (ffO2::C)
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Wireshark (III)

» Files -> Open
To open saved capture files

» Help -> Sample Captures
Allow to fetch caputre examples

) C aptu re -> I N te rfa ces... b e = ———
[r— [T 68 VMware Network Adapter VMnet!  VMware Virtual Etheret Adapter  feB0:f476fc05:35adkaldl 184 1 Details
[] £™ VMware Network Adapter VMnet8  VMware Virtual Ethernet Adapter  fe80ze188:1373:eTba:83d1 185 1 |Details
. . - ] ) Conexién de érea local gogob feB0:bs ee O Details
Choos interface(s) in which capture ||--= I
O & VirtualBox Host-Only Network Oracle feBl::54; 6 197 Details
[] ! Conexién de drea "4 Microsoft feBl::Te 7d60:B4ac Details
- ] g Ethem: et Intel(R) Ethernet Connection 1218-LM fe80:d1 :f078:b023 Details
} C aptu re - > O ptl O n S . mom [] k! Conexién de drea local® 1 Microsoft fe80:708° 1500132 0 Deta:
Help Option: Close

Configure capture details

» Edit -> Find Packet
To look for specific packets
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Wireshark (IV)

» Detailed packet information:
» Information shown by layers
» Expand/compress details

O Frame 19: 208 bytes on wire (1664 bits), 208 bytes captured (1664 bits) on Intertace 0O
= Ethernet II, Src: 8B:53:2e:15:37:72 (88:53:2e:15:37:72), Ost: IPvemcast_O0c (33:33:00:00:00:0¢
# Destination: IPvemcast_Oc¢ (33:33:00:00:00:0¢)
# Source: 88:53:2e:15:37:72 (88:53:2e:15:37:72)
Type: IPve (0x86dd)
# Internet Protocol version 6, Src: fe80::381f:4a7:b1b9:455 (fe80::381f:4a7:b1b9:455), Dst: ffo2::c (ffo2::¢)

@ User Datagram Protocol, Src Port: 65153 (65153), Dst Port: 1900 (1900)
&

O Frame 19: 208 bytes <08 bytes

4 EThernet II, Src: 88 ; - :00:
& Internet Protocol version 6. src fcao suf-u? b1b9 455 (feB0::381f: 4;7 b1b9: 455). Dst: ﬂ‘oz :c (ffO2::¢)
® 0110 .... = version: 6
B ceae 0000 0000 oo tive aane aans sass = Traffic class: 0x00000000
............ 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000
Payload length: 154
Next header: voe (17)
#op limit: 1
Source: fe80::381f:4a7:b1b9:455 (feB0::381fF:4a7:b1b9:455)
pestination: ff02::¢c (ff02::¢)
[Source GeolIP: unknown]
[Destination GeolP: unknown]
@ User Datagram Protocol, Src Port: 65153 (65153), Dst Port: 1500 (1900)

on wire (1664 bits '
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Wireshark (V)

» Two ways of applying Filters:

1. Write filter expression and apply it.
Protocols (ip, ipv6, icmp, icmpve)
Protocol field (ipv6.dst, ipv6.src)

Complex expressions using operators: AND (&&), OR (ll) or
negation (1)

Filter: EI Expression... Clear Apply Save
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Wireshark (VI)
» Two ways of applying Filters(cont.):

2.

172 119.35619600192.168.0.157
173 119.4882670(ed:c1:46:F3:64:6e
174 120.12048901(192.168.0.157
175 120. 19865301 680 - Sy 5S0P |
176 120.4097760(e4:c1:4
177 120,.88576001192.16¢
178 121.4337930(e4:C1:4 (O Set Time Reference (toggle)
179 121.6387290(192,16¢ -
180 121 A4038QMN1Q? 1AF ~
¢ Frame 175: 208 bytes on 1
¥ Ethernet 1I, Src: 88:53: ¥
# Internet Protocol versiol
% User Datagram Protocol, !

Right click in one filed of a captured packet
In the packet list
Appear a menu option "Apply as filter® with several options

192.168.0.255 NBNS
Broadcast ARP
192.168.0.255 NENS
Mark Packet (toggle) ARP
Ignore Packet (toggle) NBNS
ARP
Time Shift. DR el
Edit Packet captured (1664 bits)
Packet Comment... 2), Dst: IPvemcast_
:455 (fe80::381f:4a
Manually Resolve Address Port: 1900 (1900)
Apply as Filter » Selected
Prepare a Filter » Not Selected
Conversation Filter » . and Selected
Colorize Conversation » . O Selected
SCTP » .. 3nd not Selected
Follow TCP Stream « Of not Selected

Follow UDP Stream
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Wireshark (VII)

» statistics about the captured traffic:

» With applied filters, the statistics will be about the filtered traffic
» Statistics and select, for example Protocol Hierarchy

E2H) 100.00 % 93558 0.00%

» TN ©55 0

3 93386 0008

943 %
ypeten Tonder boocol T mm—mn ot

Deta 3% 6512 0000

Doman Name Serce 23] EYTEN 328 0000

DHCPVG : 2% 2072 0000
Internet Control Message Protocol v6 - 018N 172 0000

» Other interesting options are:
» Conversation List ---> [Pv6
» Statistics ---> Endpoint List ---> |IPv6
» Statistics ---> 10 Graph
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Wireshark (VIII)

» Statistics ---> 10 Graph
» Allow to create and save graphs
» Different lines for different types of traffic (filters)

e o

Style Line Bas.mm
Style tine || ) Smooth | P
Style: Line v| ¥ Smocth
Style: Line BZ‘?}M
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Wireshark: Exercises (I

» Exercise A: Capture packets on ethO interface in your
RPI
Filter by protocols: IPv4, IPv6, ICMPV6
Look into protocol details of Ethernet, IPv4/IPv6, etc.

» Exercise B: Apply Filters
Show only IPv6 traffic
Only ICMPV6
Show pkts with your link-local address as source

Show pkts with your link-local address as source AND
destination

Show only ICMPV6 type NA and NS

11
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Wireshark: Exercises (I

» Exercise C: See statistics of captured traffic by
protocols

» Exercise D: Generate a graph showing different lines
for IPv4, IPv6 and ICMPvV6
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Capturing 6Lowpan Traffic (I)

» Live demo of 6Lowpan capturing packets

13
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Capturing 6Lowpan Traffic (II)
» Open the capture file: wireshark-ipv6-6lowpan.pcap

» You need to change some things on Wireshark:

1.
2.

14

Edit -> Preferences ->

Protocols -> 6lowpan -> contextO: aaaa.:

=l User Interface
Layout
Columns
Font and Colors
Capture
Filter Expressions
Name Resolution
Printing
=l Protocols

# 29West
2dparityfec

802.11 Radiotap

Context 2:

Context 3:

Context 4:

Context 5:

Context 6:

Context 7:
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Capturing 6Lowpan Tralffic (III)

» You need to change some things on Wireshark (cont.):
1. Edit -> Preferences ->
2. Protocols -> IEEE 802.15.4

HTTP -
HTTP2 802.15.4 Ethertype (in My Q2092
12C
\CEP Tl CC24xx FCS format!
ICMP Dissect only good FCS: [ ]
IEEE 802.11
Static Addresses: Edit...
IEEE 802.15.4
IEEE 802.1AH Decryption key:
iFCP
Lp Security Suite (802.15.4-2003): | AES-128 Encryption, 64-bit Integrity Protection v
IMF Extend authentication data (802.15.4-2003):

15
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Capturing 6Lowpan Traffic (IV
» You can see information of the different layers

No. Time Source Destination Protocol Length Info

1 0.00000000 26:79:05:57:25:00:56:9e 0x39ds IEEE 802.15.4 71 pata, Dst: 0x39d8, src: 26:79:0557:25:0056:9e, Bad FCS
2 8.97150300 fe80::c30c:0:0:13c2 ff02::1a ICMPV6 97 RPL Control (DoDAG Information Object), Bad FCS

3 10.0073460 aaaa::c30c:0:0:13d8 aaaa::1 uDP 65 Source port: 8765 Destination port: 5678, Bad FCS

4 15.0316570 fe80::c30c:0:0:13c2 ff02::1a ICMPV6 97 RPL Control (DODAG Information Object), Bad FCS

5 20.0346330 fe80::c30c:0:0:13d8 fe80::c30c:0:0:13c2 ICMPVE 76 RPL Control (pestination Advertisement Object), Bad FCS
6 25.0074300 aaaa::c30c:0:0:13d8 aaaa::1 uDP 65 Source port: 8765 Destination port: 5678, Bad FCS

7 25.0098240 aaaa::1 aaaa::c30c:0:0:13d8uDP 73 Source port: 57076 Destination port: 8765, Bad FCS

8 27.0355730fe80::c30c:0:0:13c2 ff02::1a ICMPV6 97 RPL Control (DoDAG Information Object), Bad FCS

9 32.0205630 fe80::c30c:0:0:13d8 fe80::c30c:0:0:13c2 ICMPVE 76 RPL Control (pestination Advertisement Object), Bad FCS
10 40.0072630 aaaa::c30c:0:0:13d8 aaaa::1 UDP 65 Source port: 8765 Destination port: 5678, Bad FCS
11 40.0101940 aaaa::1 aaaa::c30c:0:0:13d8uDP 73 Source port: 45726 Destination port: 8765, Bad FCS
12 48.9777050 fe80::c30c:0:0:13d8 ffo2::1a ICMPVE 97 RPL Control (DODAG Information Object), Bad FCS
13 52.0300130 fe80::c30c:0:0:13c2 ff02::1a ICMPVE 97 RPL control (DODAG Information Object), Bad FCS

@ Frame 6: 65 bytes on wire (520 bits), 65 bytes captured (520 bits) on interface 0O

@ IEEE 802.15.4 Data, Dst: c1:0c:0000:00:0013:c2, Src: cl:0c:0000:00:0013:d8, Bad FCS

=] 6LOWPAN
= IPHC Header

011. .... = Pattern: IP header compression (0x03)
...l 1.0, ... .... = Traffic class and flow label: version, traffic class, and flow label compressed (0x0003)
wees 2000 .... .... = Next header: Inline
wese 2210 ... ... = HOp 1imit: 64 (0x0002)
wese weee looo ..., = Context identifier extension: True
wess w22ss 21.. .... = Source address compression: Stateful
wess ssss ..11 .... = Source address mode: Compressed (0x0003)
P ¢ = Multicast address compression: False
wess sses 2... .1.. = Destination address compression: stateful
wess ssss ss.. ..01 = Destination address mode: 64-bits inline (0x0001)
0000 .... = Source context identifier: 0Ox00

.... 0000 = pestination context identifier: 0x00
[Source context: aaaa:: (aaaa::)]
[Destination context: aaaa:: (aaaa::)]
Next header: IPv6 hop-by-hop option (0x00)
source: aaaa::c30c:0:0:13d8 (aaaa::c30c:0:0:13d8)
Destination: aaaa::1 (aaaa::1)
# Internet Protocol version 6, Src: aaaa::c30c:0:0:13d8 (aaaa::c30c:0:0:13d8), Dst: aaaa::1 (aaaa::1)
# User Datagram Protocol, Src Port: 8765 (8765), Dst Port: 5678 (5678)
# pata (14 bytes)
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Thanks!
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Questions? \

{

| &
-

» Contact: info@nodo6.com / training@nodo6.com
’Qm nttp://www.nodo6.com

>m nttps://www.linkedin.com/company/nodo6

) nttps://twitter.com/NODO6_RRSS
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