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CREATE-­‐NET	
  basic	
  facts	
  

•  Research	
  Center	
  located	
  in	
  Trento	
  (Italy)	
  founded	
  in	
  2003	
  
•  Exper.se	
  in	
  the	
  networking	
  and	
  IoT	
  domains,	
  mobile	
  sensing	
  

and	
  socio-­‐technical	
  systems	
  
•  Technology	
  transfer	
  orienta.on	
  (applica.on	
  areas	
  in	
  the	
  

domains	
  of	
  smart	
  infrastructures,	
  future	
  media,	
  sustainable	
  
mobility	
  and	
  health	
  and	
  well-­‐being)	
  

•  Very	
  ac.ve	
  on	
  the	
  EU	
  collabora.ve	
  projects	
  landscape	
  
–  BIONETS,	
  MONARCA,	
  SUPERHUB,	
  iCore,	
  XiFi	
  PPP	
  

•  Collabora.on	
  with	
  industry	
  and	
  local	
  SMEs	
  
•  Innova.on	
  and	
  startups	
  

–  U-­‐Hopper,	
  EXRADE,	
  Intellincs	
  



Smart	
  IoT	
  (RIoT)	
  Research	
  Area	
  
•  Coordinator	
  of	
  EU	
  FP7	
  iCore	
  (un.l	
  end	
  of	
  Oct.2014)	
  

–  IoT	
  empowered	
  by	
  cogni.ve	
  technologies,	
  13mEur	
  3yrs	
  project	
  	
  
–  WP	
  leaders	
  for	
  demonstra.on	
  and	
  pilots	
  	
  

•  Research	
  exper.se	
  in	
  the	
  domain	
  of	
  cogni.ve	
  technologies	
  
and	
  machine	
  learning	
  in	
  IoT	
  
–  Smart	
  asset	
  management	
  trial	
  with	
  Trilogis	
  at	
  S.ta	
  Chiara	
  Hospital	
  –	
  Trento	
  
–  Smart	
  Home	
  collabora.on	
  with	
  BOSCH	
  

•  Virtualisa.on	
  of	
  objects,	
  protocols	
  for	
  IoT	
  wireless	
  
communica.on	
  and	
  data	
  exchange,	
  IoT	
  seman.c	
  
interoperability	
  

•  Stochas.c	
  &	
  global	
  op.miza.on	
  (WSN	
  comm	
  protocols)	
  
•  IoT	
  lab	
  and	
  exploita.on	
  of	
  results	
  (Embedded	
  devices:	
  DIY,	
  

hacking	
  &	
  integra.on	
  of	
  whatever	
  has	
  at	
  least	
  one	
  screw)	
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Where	
  do	
  we	
  stand?	
  

Bose	
  SoundLink	
  Mini	
  
Bluetooth	
  Speaker	
  

It	
  just	
  works:	
  pair	
  it	
  once,	
  the	
  
rest	
  is	
  handled	
  automaCcally	
  

Bluetooth	
  standard	
  
as	
  an	
  example	
  

IoT	
  

It	
  just	
  DOESN’T	
  work	
  across	
  
applicaCon	
  domains	
  

Many	
  ver.cal	
  silos	
  
requiring	
  a	
  lot	
  of	
  
human	
  interven.on	
  
to	
  be	
  setup	
  

2001	
  

2014	
  



Standardisa.on	
  in	
  IoT:	
  a	
  (very)	
  complex	
  landscape	
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The	
  IoT	
  business	
  landscape:	
  why	
  so	
  
many	
  standards?	
  

•  Which	
  market	
  segment	
  am	
  I	
  looking	
  at?	
  
•  Where	
  in	
  the	
  value	
  chain?	
  

–  What	
  is	
  the	
  product?	
  And	
  where	
  will	
  it	
  be	
  used?	
  	
  
–  (horizontal	
  “any”	
  smart-­‐home	
  app	
  vs.	
  ver.cal	
  “MySmartApp”)	
  

•  Who	
  to	
  sell	
  to?	
  
–  Consumers	
  vs.	
  industrial	
  
–  More	
  or	
  less	
  stringent	
  standards	
  	
  

•  What	
  speed	
  to	
  market	
  can	
  I	
  afford?	
  
–  Standardisa.on	
  takes	
  some	
  .me	
  to	
  achieve,	
  can	
  I	
  afford	
  wai.ng	
  
before	
  selling?	
  

•  How	
  big	
  is	
  the	
  core	
  market	
  segment?	
  
•  The	
  influence	
  of	
  regional	
  policies	
  

For	
  any	
  combina4on	
  of	
  answers	
  you	
  will	
  most	
  likely	
  find	
  the	
  a	
  standard	
  exists	
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Why	
  is	
  standardisa.on	
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•  Understanding	
  the	
  contextual	
  background	
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Why	
  is	
  standardisa.on	
  needed	
  

Telcos	
  	
  
Applica4on	
  providers	
  

Service	
  Layer	
  

Device	
  (PHY)	
  

L2	
  Comm	
  (MAC)	
  

L3	
  Comm	
  (IP)	
  

Virtualise	
  /	
  
Middleware	
  i.e.	
  GSN	
   GW	
  

GW	
  
HW	
  

SW	
  

How	
  to	
  communicate??	
  

Why	
  to	
  communicate??	
  

Technology	
  viewpoint	
  

Hardware	
  
manufacturers	
  



Why	
  different	
  standards	
  exist	
  

Per	
  applica4on	
  domain	
  

Energy	
  /	
  meters	
  

Water	
  /	
  meters	
  

Health	
  /	
  wearables	
  



Why	
  different	
  standards	
  exist	
  

Per	
  industry	
  sector	
  /	
  
stakeholder	
  groups	
  

Telcos	
  

Cellular	
  Open	
  Source	
  

STD	
  overlaps	
  examples:	
  
MQTT,	
  messaging	
  in	
  OneM2M	
  
OMA-­‐DM	
  and	
  OneM2M-­‐DM	
  

OGC:	
  OK	
  for	
  geo-­‐spa.al	
  
services	
  BUT,	
  not	
  good	
  for	
  
interac.ng	
  with	
  objects	
  

Widely	
  supported,	
  
aKempt	
  to	
  cut	
  a	
  slice	
  
across	
  the	
  stack	
  and	
  
propose	
  comprehensive	
  
standards…	
  Geopoli.cs!	
  



Some	
  do	
  bejer	
  than	
  others…	
  

•  “let’s	
  work	
  together,	
  interface	
  to	
  each	
  other”	
  
•  “governance	
  fights	
  within	
  same	
  std	
  bodies”	
  
•  “let’s	
  just	
  do	
  it”	
  



Web	
  to	
  the	
  Edge	
  
Internet	
  Standards	
  for	
  IoT	
  

•  IETF 

–  IPv6 and 6LoWPAN networking 

–  Routing algorithms (e.g. RPL) 

–  Web of Things (REST for IoT, CoAP, 

Resource Directory etc.)  

–  Security (DTLS, TLS, Cipher suites) 

•  OMA / IPSO Alliance 

–  OMA Lightweight M2M Enabler Standard 

(CoAP) 

–  IPSO Web Objects 

•  OneM2M 

–  Ongoing work on M2M system 

standardization (CoAP, HTTP binding) 

•  ZigBee & WiSun 

–  ZigBee IP - An open-standard 6LoWPAN 

stack for Home Area Networks 

–  ZigBee IP NAN – 6LoWPAN stack for Sub-

GHz large area applications 

–  WiSun - Sub-GHz 802.15.4g/e and 6LoWPAN 

consortium 

Application Software 

IPSO Objects 

OMA LWM2M 

CoAP HTTP 

6LowPAN IPV4/IPV6 

MCU – 16KiB RAM MPU 

802.15.4 WiFi, Ethernet 

Hardware 

HW Network 

Routing 

App Protocol 

API & Services 

Data Models 

Application 

Web Server 

These	
  guys	
  “just	
  do	
  it!”	
  



How to Build a Web of Things? 

AAA,
Admin Billing

M2M Devices Backend – Private or Public Cloud

HTTP / TLS

Web Applications
6LoWPAN,
ZigBee IP,
CoAP / DTLS

Lightweight M2M
CoAP / DTLS

Cellular

Source:	
  Zach	
  Shelby	
  (ARM),	
  slideshare	
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IEEE	
  Standard	
  Associa.on	
  –	
  IoT	
  focus	
  

•  Ini.al	
  star.ng	
  point	
  to	
  find	
  out	
  more:	
  
hjp://standards.ieee.org/innovate/iot/
index.html	
  
	
  

Just	
  to	
  give	
  you	
  an	
  idea…	
  





Special	
  thanks	
  to	
  Oleg	
  Logvinov	
  	
  
(IEEE	
  P2413	
  Chair)	
  

hjp://grouper.ieee.org/groups/2413/Intro-­‐to-­‐IEEE-­‐P2413.pdf	
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IEEE	
  P2413	
  in	
  a	
  nutshell	
  
•  This	
  standard	
  defines	
  an	
  architectural	
  framework	
  for	
  the	
  Internet	
  of	
  Things	
  (IoT),	
  

including:	
  	
  
–  descrip.ons	
  of	
  various	
  IoT	
  domains	
  	
  
–  defini.ons	
  of	
  IoT	
  domain	
  abstrac.ons	
  
–  iden.fica.on	
  of	
  commonaliBes	
  between	
  different	
  IoT	
  domains.	
  

•  The	
  architectural	
  framework	
  for	
  IoT	
  provides	
  	
  
–  a	
  reference	
  model	
  that	
  defines	
  relaBonships	
  among	
  various	
  IoT	
  verBcals	
  (e.g.,	
  

transporta.on,	
  healthcare,	
  etc.)	
  and	
  common	
  architecture	
  elements.	
  	
  
–  a	
  reference	
  architecture	
  that	
  	
  

•  builds	
  upon	
  the	
  reference	
  model.	
  	
  
•  defini.on	
  of	
  basic	
  architectural	
  building	
  blocks	
  and	
  their	
  ability	
  to	
  be	
  integrated	
  into	
  mul.-­‐.ered	
  

systems	
  

•  blueprint	
  for	
  data	
  abstracBon	
  and	
  the	
  quality	
  “quadruple”	
  trust	
  that	
  includes	
  
protec.on,	
  security,	
  privacy,	
  and	
  safety.	
  

•  The	
  reference	
  architecture	
  also	
  addresses	
  how	
  to	
  document	
  and,	
  if	
  strived	
  for,	
  
mi.gate	
  architecture	
  divergence.	
  	
  

•  This	
  standard	
  leverages	
  exis.ng	
  applicable	
  standards	
  and	
  iden.fies	
  planned	
  or	
  
ongoing	
  projects	
  with	
  a	
  similar	
  or	
  overlapping	
  scope.	
  



The	
  Birth	
  of	
  the	
  IEEE	
  P2413	
  	
  

•  P2413	
  is	
  an	
  outgrowth	
  of	
  a	
  mul.-­‐year	
  series	
  of	
  IoT	
  
Standards	
  workshops	
  and	
  roundtables	
  to	
  understand	
  
requirements	
  by	
  vested	
  stakeholders	
  in	
  the	
  evolving	
  IoT	
  
environment.	
  	
  

•  P2413	
  was	
  ini.ated	
  through	
  the	
  guidance	
  of	
  the	
  IEEE-­‐SA’s	
  
Industry	
  Strategic	
  IoT	
  Team	
  with	
  a	
  focus	
  to	
  integrate	
  
market	
  needs	
  with	
  the	
  developing	
  IoT	
  technology	
  
landscape.	
  	
  

•  The	
  IEEE-­‐SA	
  Corporate	
  Advisory	
  Group	
  (represen.ng	
  200+	
  
industry	
  members)	
  provides	
  sponsorship	
  for	
  P2413	
  to	
  
maintain	
  a	
  balanced	
  focus	
  on	
  industry	
  /	
  market	
  /	
  
technology	
  and	
  standards	
  eco-­‐system	
  requirements	
  within	
  
the	
  development	
  framework.	
  	
  



IEEE	
  P2413	
  Purpose	
  and	
  MoBvaBon	
  	
  

•  The	
  Internet	
  of	
  Things	
  (IoT)	
  is	
  a	
  key	
  enabler	
  for	
  many	
  emerging	
  and	
  future	
  “smart”	
  
applica.ons	
  and	
  technology	
  shios	
  in	
  various	
  technology	
  markets.	
  This	
  ranges	
  from	
  
the	
  Connected	
  Consumer	
  to	
  Smart	
  Home	
  &	
  Buildings,	
  E-­‐Health,	
  Smart	
  Grids,	
  Next	
  
Genera.on	
  Manufacturing	
  and	
  Smart	
  Ci.es.	
  It	
  is	
  therefore	
  predicted	
  to	
  become	
  
one	
  of	
  the	
  most	
  significant	
  drivers	
  of	
  growth	
  in	
  these	
  markets.	
  	
  

•  Most	
  current	
  standardizaBon	
  acBviBes	
  are	
  confined	
  to	
  very	
  specific	
  domains	
  and	
  
stakeholder	
  groups.	
  They	
  therefore	
  represent	
  islands	
  of	
  disjointed	
  and	
  ooen	
  
redundant	
  development.	
  The	
  architectural	
  framework	
  defined	
  in	
  this	
  standard	
  will	
  
promote	
  cross-­‐domain	
  interac.on,	
  aid	
  system	
  interoperability	
  and	
  func.onal	
  
compa.bility,	
  and	
  further	
  fuel	
  the	
  growth	
  of	
  the	
  IoT	
  market.	
  	
  

5 
6 

7 

Siloed	
  “App	
  islands”	
  
(up	
  to	
  now)	
  

Seek	
  Interoperability	
  
(today)	
  

Thriving	
  IoT	
  and	
  
associated	
  applicaCons	
  
(tomorrow)	
  



IEEE-SA Internet of Things 
Worldwide IoT Workshops 

•  2012: Beijing, China and Milan, Italy  
•  2013: Shenzhen, China and Mountain 

View, CA, USA  
•  2014: IEEE IoT World Forum, Seoul, 

Korea (6-8 Mar) 
•  2014: 18-19 September in Mountain 

View, California 

Hosting IoT industry roundtables 
and webinars 

•  2012: Milan Roundtable  
•  2013: Roundtables in Korea and USA 
•  2014: Webinars introducing IEEE 

P2413 
•  2014: Industry roundtables in US, 

Europe, and Asia 

25 IEEE-SA CONFIDENTIAL 9/26/2014 



IEEE Standards Drive OT and IT Convergence 

  

 IEEE Standards Drive OT and IT Platform Convergence in the IoT

802.11 (wifi axs)  
1901 broadband over power lines (BPL). 
2030 Smart Grid Interoperability 
1888 Ubiquitous Green Community Control 
Network Protocol (data-level) 
1451 set of smart transducer interface standards  
(ISO) 11073 health device  
communication standards  
1547 interconnection of  
distributed generation  
resources into the power  
grid in the US 



IoT 
architecture 
frame work 

Healthcare 

Home & 
Building 

Retail 

Energy 

Manufactur-
ing 

Mobility/ 
Transpor-

tation 

Logistics 

Media 
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IoT Application Domains & Stakeholders* 

Utilities 

Hospitals & Doctors 

ICT infrastructure 
providers 

Public transport 
companies 

City authorities 

Automation equipment providers 

Application 
developers 

Consumer equipment providers 

Appliances 
providers 

Manufacturing industries 

Logistics 
companies 

Regulators 

Consumers 

Facility 
management 

Insurance companies 

* due to the diversity of IoT application areas only 
selected domains and stakeholders are shown 

Retail stores 



IEEE P2413 “Standard for an 
Architectural Framework for the IoT” 
Goals 
•  Accelerate the growth of the IoT Market by enabling cross-

domain interaction and platform unification through increased 
system compatibility, interoperability and functional 
exchangeability 

•  Define an IoT architecture framework that covers the 
architectural needs of the various IoT Application Domains 

•  Increase the transparency of system architectures to support 
system benchmarking, safety, and security assessments 

•  Reduce industry fragmentation and create a critical mass of 
multi-stakeholder activities around the world 

•  Leverage the existing body of work 
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IEEE P2413 Scope 
•  This standard defines an Architectural Framework for the IoT, 

including: 
•  Descriptions of various IoT domains 
•  Definitions of IoT domain abstractions 
•  Identification of commonalities between different IoT 

domains 

•  The Architectural Framework for IoT provides: 
•  Reference model that defines relationships among various 

IoT domains (e.g., transportation, healthcare, etc.) and 
common architecture elements 

•  Reference architecture that: 
•  builds upon the reference model 
•  defines basic architectural building blocks and their ability to be 

integrated into multi-tiered systems 
•  addresses how to document and mitigate architecture divergence.  

•  Blueprint for data abstraction and the quality "quadruple" 
trust that includes protection, security, privacy, and safety. 
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IoT-­‐A	
  Architecture	
  Reference	
  Model	
  

•  Minimum	
  set	
  of	
  “func.onality	
  groups”	
  
– applica.on	
  
–  IoT	
  service	
  
– communica.on	
  
– device	
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IoT-­‐A	
  func.onal	
  model	
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P2413 Methodology 
•  Identify commonalities within verticals and potentially among certain 

verticals 

•  Address relationships among security requirements, energy efficiency 
during data transmission (communication), service requirements, 
application aware routing (including security requirements), versus 
underlying network technologies. 

•  Link features and components in existing standards to a top-down 
view of relevant IoT aspects, features and components, embodied in an 
IoT architectural framework.  

•  Identify design choices for IoT . 

•  Match requirements within a specific domain structures to relevant 
design choices. 

•  Develop domain profile structures, and liaise with vertical standards 
groups to evaluate  areas such as data models.  

•  Bridge and leverage standardization landscape, identifying relevant 
features and functionalities in other standardization related activities.  
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IEEE P2413 External interactions 

•  For a unified IoT Architectural Framework it is 
essential to interact with standardization activities for IoT-
based vertical applications to 
•  Cover the various applications, their requirements and 

specific IoT functionalities in the IoT Architectural 
Framework 

•  Ensure that the framework can be referenced by these 
standardization activities 

•  Besides interactions with standardization activities within 
IEEE, P2413 will strive to establish liaisons with other 
standardization bodies. 

•  An initial set of liaisons include IEEE 802.24, IEC SG8, and 
oneM2M 

33 



IEEE P2413 Membership 
Alcatel-Lucent 
Broadcom Corporation 
Cisco Systems 
dZhON Pty. Ltd. 
Emerson 
General Electric 
Hitachi, Ltd. 
Honeywell International 
Huawei Technologies 
Infocomm Development Authority (IDA) 
Institute for Information Industry (III) 
Marvell Semiconductor, Inc. 
Oracle 
Qualcomm Inc. 
Rockwell Automation 
Schneider Electric 
Siemens AG 
STMicroelectronics 
Toshiba Corporation 
Wuxi Sensing Net Industrialization Research Institute 
Yokogawa Electric Corporation 
ZigBee Alliance 

  

34 



IEEE P2413 Working Group Meetings 
•  First WG Meeting: 

•  10-11 July 2014, Munich, Germany 
•  Hosted by Siemens  

•  Second WG Meeting: 
•  16-17 September 2014, Santa Clara, CA USA 
•  Hosted by STMicroelectronics 

•  Third WG Meeting: 
•  Teleconference, 28 October 2014 

•  Fourth WG Meeting: 
•  Teleconference, December 2014 

•  Fifth WG Meeting: 
•  22-23 January, Taipei, Taiwan 
•  Hosted by Institute for Information Industry   

•  Sixth WG Meeting:  
•  27-28 April, Grenoble, France 
•  Hosted by Schneider Electric 

•  Seventh WG Meeting: 
•  August, USA (TBD) 
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P2413 – Conclusions 

•  P2413 recognizes the evolving transformational integration 
and convergence across technology and application 
domains. 

 
•  P2413’s goal is to provide an extensible integrated 

architectural framework that will continue to evolve and 
unify the standards creation effort. 

 
•  P2413 will continue to deepen industry engagement by 

leveraging global IoT workshops, webinars, roundtables and 
other tools of the IEEE IoT Initiative. 

 
•  P2413 is an open community and all are welcome to 

participate and to share perspectives on addressing and 
preparing for the inter-connected world of 2020. 
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IEEE IoT Initiative  
(http://iot.ieee.org/) 

Main IEEE IoT Conference  

(Milan 14-16 Dec 2015 – Call for Papers is out!) 

Portal 

Journal 

Newsletter 

Magazine 
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Conclusions	
  

•  Very	
  complex	
  world	
  
•  Need	
  to	
  be	
  pragma.c	
  	
  
•  Field	
  implementa.on	
  and	
  trials	
  	
  
•  Select	
  and	
  use	
  what	
  works	
  for	
  you	
  
•  Time	
  and	
  mass	
  market	
  uptake	
  will	
  decide	
  on	
  
“the	
  facto”	
  standards	
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