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Restricted Benchmark - Throughput
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Figure 11: Restricted Benchmark Throughput Source: IBM

Acknowledgments: Please refer to source, adaptation, and acknowledgments page.
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Security in the loT

Security

d What changes in the loT:
J Resource poverty: relatively low processing power and energy stores
J Asynchrony: your devices are switched off most of the time
J Clock sync is not a given and is important
J Mobility, the importance of location
J Poor access to the hardware
d Byzantine is the norm — things fail, but frequently not cleanly.
d Cascading failure is the norm
J Boundaryless security
d Self protection
d Intrusion detection
J Many more points for information leakage
J New DoS attacks
d e.g. sleep deprivation
J Actuators

Acknowledgments: Please refer to source, adaptation, and acknowledgments page.

Source: Steve Hailes, UCL
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Security in the loT dh

Security processes 1

d If we want to secure a system, then we need to follow a
number of principles:
 Prevention is never 100% effective — so:
A Need defence in depth — several different mechanisms

Jd Mechanisms for detecting and responding to attacks, preferably
In real time, are essential:

— Detect — get to know you're being attacked.

— Localise — determine what’s being attacked.

— |Identify — determine who the attacker is.

— Assess — why are they doing this?

— Respond — depends on all of above.

— Recover — Have a plan better than ‘go find a new job’

Source: Steve Hailes, UCL

Acknowlediments: Please refer to source| adaitation| and acknowlediments iaﬁe.
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Edge Processing = o
Data Acquisition + Data Mcs y

The opportunity is in Schse-ano Respona systems at
the edge to optimize operations and avoid the need for
black-start/quick-start.

UCccess 1N Afllca aha 1ol smalterl Cliles/Smalter
ahet necessitates integrating lessons from the
Microgrid Stability Paradox so as to effectuate higher
penetration of renewables while enhancing stability

and esullency

urce, adapta and acknowledgm
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1. Deficiencies of Event/SCADA Data iB'n.Data) ->

Continuous Streaming Data er Data)

Event and SCADA data are
essentially too little and too
late for effective operation of
the modern Grid. Continuous

streaming high quality data
(Bigger Data) is required for a
stable and resilient Grid.

Acknowledgments: Please refer to source, adaptation
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2. Deficiencies of an Arbitrary Bus Reference ->
Calculated Center of lagffig P

(Base vector + Drift) <
Context-Referenced
Phase Angle Data

_ Calculated Center of

Inertia
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3. High Penetration of Renewables ==
From Transmission to Disﬂon/

The high penetration of
renewables results in less
stable operation of the

distribution system. Acquisition
of quality real-time data,
enriched by analytics, will be
used to enable operations with
higher levels of renewables.

ments: Please refer to source, adaptation, and acknowledgments page
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4. Consumer/PUC Reluctance to absorb cost.of black-st
quick-start -> Better Sense Msppnd

The costs of adding black-
start/quick-start capability is
prohibitively expensive. The

providing of real-time
monitoring, analytics, and
controls for better “Sense-and-
Respond” reduces the need for
these very expensive facilities.
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5. Desire for better Defense-in-Depth Wgy (Citi
Science/Crowd-Source a)

Augmenting real-time power
system Data with Citizen
Science/Crowd-Sourced Data
facilitates the movement from

Big Data to even Bigger Data.
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6. Microgrid (e.g. DOD, Data Centers)
> High use of Renewables represefits a Paradox

Microgrids are expected to
provide a higher level of
availability that the Grid. Yet,

the microgrids’ high use of
renewables introduces

heightened instability. The
effective operationalization of

microgrids necessitates 1 to 5.

| e refer to rce, adaptation, and acknowledgments page
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Isomorphic Experience -> Lower AmBiguity

onnection Tester

PMU Connection Tester
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file Help =] Connection Parameters
=] Connection Parameters Tep | Udp | Serial | File Defaut System P Stack: 1%v6 | Protocol
Tcp | Udp Serial | File Osfock System IP Swack ‘{" Erotocol Replay captured file. ———
Replay captured file. ce 11822011 Disg: " Filename: H\Tony_Temp\Three-Pha: | Browse. e Coa - Veson437
Filename: H:\Tory_Temp\Three-Pha: Browse V. 437 | 2 ok FE—
Device ID Code 1 e L Frame Rate: 30 frames/second - 4 e Alternate
Frame Rate: 30 frames/second - 3 X '_ ) ) Auto-repeat captured file playback Disable Raaltime Data end
V| Auto-repeat captured file playback Disable Realtme Data “ns Not Defined
‘ PML ID Code: 1 - * leeeC37.118 PhasorDefinition (East_Bus V8) “l =
Configured frame rate: 30 frames/second + i + leeeC37.118.PhasorDefiniion (West_Bus, v8) \
PMY, 1D Code: 1 B | | Denver_Tmn_230kV - ¥ 1ALl —) 5
Denvver_Trm_230kV v| ¥ )| \ &S * |leeeC37.118.PhasorDefinition (East_ Bus____V7) F
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V. Weszt_Bus Vi i — - A~ . - . i Analogs: 2 feq A =
S 7 select which phasor value to display under the E0Hz Label 5627_______Ci
| Ses + = ’ Digitals: 2 E [ n
I 562 n E e : H i . witals ndex ) ) )
i — Real-time Frame Detal” below. ’ S - Example of an expanded
I: 5622_Cap_Bark_I1 — —— . .
I | B 0 \at it U
o ower. 00000 MW Data Format : Fixedinteger K Configuration Frame Cell
I F2_230kV_I Conversion Factor 0.77014 L.
| V. Vet o Ve o (LS Scaling Valve 00 for one Phasor within the .
V. East_Bu V7 Scale per Bit 1E-05 T
N i— y — Protocol specific tab.
e (2 | Maximum Scaling Value 16777215
v -E;s'(_B‘us V9 i 180 Maximum Label Length 16
L5627 _____C3 Phasor Type 1: Current
V:West_Bus \'Z
I 5629 C1 * leeeC37.118 PhasorDefinition (5627 C2)
o " ; J
Vo Bus___ VS 90 , * leeeC37.118 PhasorDefinition (East_Bus____V9)
v seza‘_me—g / {leeeC37.118 PhasorDefiniion (5627 c3)
LS ==
-,v?ngs_m V8 \ \ A \ ' * leeeC37.118 PhasorDefiniion (West_Bus v7)
;v';g}?_w_g? e~ -t e e -~ {leeeC37.118 PhasorDefinition (5629 c1)
e Al
I 5622 Cap_Bark_C1 "‘7“ ‘" ' / ‘ ' ' v ‘ ‘ w"v V", [leeeC37.118 PhasorDefiniion (West Bus__V9)
j V%62 ne__ V8 “' \ l ‘ * leeeC37.118 PhasorDekinion (5629 c2)
L5623 C2 ! v \ ‘ —
I 5622 Cap_Bark_C2 00 ' h V leeeC37.118 PhasorDefiniion (5623_Line____V8)
: ggf’g Cap_Bank CC33 x ] * leeeC37.118 PhasorDefinibon (5629 C3)
T * lleeeC37.118 PhasorDefinition (5625_Line .
7\ Alvmvn .A'.M—V-'A'NA _ U Tr—
-180 U ! : = -
4] Graph | 5 Settings | (] Messages | &) Protocol Specific A Graph | & Sattings | {4 Messages | 4 Protocel Specific
- | @® Real-tme Frame Detail ~| @® Real-time Frame Detail
Frame Type: DatsFrame AA 01 00 AE 00 01 52 56 EC 17 03 00 09 00 00 00 60 BA FE B9 FF F8 FF FF 00 00 00 00 00 00 00 00 06 07 FF FO 00 00 00 00 Frame Type: DataFrame AA 01 00 AE 00 01 52 56 EB AD 03 00 0C CO 00 00 OD B5 5F BD 00 00 FF F8 00 00 00 00 00 00 00 00 00 D6 05 FD 00 00 00 05
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ime:  2013-10- - 00 00 00 00 OO 04 00 00 00 00 00 02 00 OA FF FE FF FE 00 00 00 OC FF FE 00 OE FF FE 06 08 FF FO 00 00 00 02 00 OA FF FE st CULALA = 00 00 00 00 00 00 00 04 00 00 00 02 00 02 00 OA 00 00 00 02 00 02 00 OC 00 04 00 1A 00 D6 06 OC 00 00 00 12 00 04 00 08
Frequency: 60.0000 Hz FC EC FA CC 00 02 00 00 ... Frequency: 59.9900 Hz 04 CO FC 48 FF FE 00 00 ...
Angle: -0.761184123369214" Angle: 81.9736438388061"
Magratude: 133.9769 (232.0548) kV | Magnitude: 1339410 (231.9925) kV
Displ2y: | Hexadecimal v Display: | Hexadecimal -
gal frames: 13035 Frames/sec: 303514 Total bytes: 2249018 Bitrate (mbps): 03994 Queued buffers: 0 ames: 68516 Frames/sec: 303514 Total bytes: 11700688 EBitrate (mbps): 0.0000 Queuved buffers: 0

Acknowledgments: Please refer to source, adaptation, and acknowledgments page.
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8. Isomorphic Experience -> Lower AmBiguity ->
More Robust Decision EMing

Acknowledgments: Please refer to source, adaptation
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Security in the loT

A warning (1)....

If you believe that encryption is the answer to
your security problem, then you probably
asked the wrong question.

d What on earth does ‘security’ mean anyway?
4 It's a state of being — everything is OK

J Security is about securing a system
< Security is a process NOT a product

- A sole focus on technology is blinkered and
founded in ignorance

Source: Steve Hailes, UCL

Acknowledgments: Please refer to source, adaptation, and acknowledgments page.
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Study Space: Haiti

A20 Finding: Commodities, such as Internet
Access (for aid, weather, news), are more
important to Tent City Refugees than water
and medicines, amidst a paradigm of
counterfeits (no electrolytes, sawdust).
Context Matters.

Big Insight: Counterfeiters are the
promulgators of — unexpeciedly — 1/3 of the
world’s spam and malware.

NASA Resource Utilized: Uninhabited Aerial Takeaway: Wifi and they will come.
Vehicle Synthetic Aperture Radar
(UAVSAR) data (e.g. backscatter) from
NASA’s C-20A Gulfstream lII.
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Study Space: Pacific Ocean

A20 Finding: HPC and High Order High
Fidelity Modeling for robust Tsunami
Warning (non-spoofing, via 5V Tests).
Apropos Compute Matters.

Big Insight: Hybridizing near-shore and far-
shore modeling provides fidelity lessons
earned for texture, shape, and color
histograms.

NASA Resource Utilized: NASA World Takeaway: Slowly but surely.
Wind’s Blue Marble for true colors and
Landsat 7 for high resolution imagery.




Key Analytical Points from the Workshop on the Internet of Things (I10T)



Alaskan Earthquakes:

- 1946 Alaska Earthquake (7.4)
and Tsunami.

- 2014 Alaska Earthquake (7.9).

- 19 today.
- 463 this month.
- 5,313 this year, thus far.

v:.'
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Study Space: Gulf of Mexico

A20 Finding: HPC and High Order High
Fidelity Modeling for the Qil Slick Spread
(Deepwater Horizon Oil Spill). Apropos
Compute Matters.

Big Insight: Smooth Particulate
Hydrodynamic (SPH) Modeling for non-
approximation,

NASA Resource Utilized: Advanced Takeaway: Measure twice cut once.
Spaceborne Thermal Emission and
Reflection Radiometer (ASTER) imagery
(e.g. light) from the Terra satellite.
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Study Space: Cyberspace

A20 Finding: Workflow process matters for
removing hay from the haystack.
Qualifying Sequence Neutrality.

Big Insight: The analysis begins with
detecting specular highlights, then mesh
distortion, then wrinkle geography.

NASA Resource Utilized: Tool for Analysis Takeaway: Penny-wise, but pound foolish.
of Surface Cracks (TASC) +
Hyperspectral Recognition of processing
tomato early blight based on Genetic
Algorithms (GA) and Support Vector
Machines (SVM)
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Security in the loT

Security processes 1

d If we want to secure a system, then we need to follow a
number of principles:
 Prevention is never 100% effective — so:
d Need defence in depth — several different mechanisms

d Mechanisms for detecting and responding to attacks, preferably
In real time, are essential:

— Detect — get to know you’re being attacked.

— Localise — determine what's being attacked.

— ldentify — determine who the attacker is.

— Assess — why are they doing this?

— Respond — depends on all of above.

— Recover — Have a plan better than ‘go find a new job’

Acknowledgments: Please refer to source, adaptation, and acknowledgments page.

Source: Steve Hailes, UCL
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Thank you!

Dr. Marco Zennaro, !

Prof. Ermano Pietrosemoli,
The Guglielmo Marconi Laboratory,
and everyone at the
International Centre for Theoretical Physics (ICTP)
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