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A little background...

* My professional background in Systems &
Networking programming and administration

* |nvolved with Inveneo & ICTP in ICT-related work
for 10 years




Bluetooth LE

e AKA Bluetooth 4.0

* AKA "Bluetooth Low Energy”, BLE, BTLE
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Why ?

 Why do we need another set of wireless
protocols, standards, widgets, etc. 7
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| et’s take a little hike back in time...




Personal/Body-Area Networks

Body Area Network
tragbare Rechner/Displays
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“The future is gonna be AWESOME!!”
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Then reality intrudeo

* Bluetooth 1.x/2.x modules were expensive ($15-35/unit in
quantity in 2001, never really got much cheaper)

* Market timing/application

* Most vendors & manufacturers ended up trying to compete
w/ WiFi.
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"But walt, s
there’s just one
more thing..."




Technology moves with time....

e Classic Bluetooth: 1994(spec) 1999(devices)

+ BLE spec(2004), MIMOSA (2006)

e Battery Technology:
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....but also with *money”

* First-gen iPhone sold ~5 million units in the first
year(2007-2008)*

e |IPhone 4s first to support BLE in 2011

* 4 million BLE-enabled phones sold in first 4
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http://en.wikipedia.org/wiki/IPhone_4S#Commercial_reception

SO...

Bluetooth LE is as much about being in the right
place & the right time in the market as it is about
being a usetul technology.




Bluetooth “Classic™ Design

o “Cable replacement” technology
« RFCOMM
» Serial emulation & modem/Dialup profile

 PPP-over-Bluetooth AKA wireless TCP/IP
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BLE Design

* Designed to be a low-power, low-bandwidth,
wireless technology for sensors

* Spec was originally written separate of
SBluetooth, then later rolled into Bluetooth 4.0
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BLE Design(cont’'d)

e Specialization yields

 Aless complex protocol stack

 Smaller packets




BLE In hardware

Application

Application Application

Host
OSt custom
iInterconnect
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How low can you go”

e BLE specification defines a connection duration of
/.25ms to 4 seconds.

e 10ms transmit window

e Data paokets nomlnally 2{0 bytes up to 39 bytes N
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How low can you go 7

* Power consumption:

* BLE Specification:
0.01-0.5W peak power consumption
< 15mA peak current
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http://www.eecs.umich.edu/courses/eecs589/papers/06215496.pdf
http://research.microsoft.com/pubs/192688/IWS%202013%20wireless%20power%20consumption.pdf

Comparing power consumption between BLE, ZigBee
and ANT

ANT

Time of one 1150 ms | 250 ms 930 ms
connection £SD* +260 ms +9.1ms | 230 ms
Sleep current 0.78uA | 418 uA | 3.1 UA
Awake current 2.9 mA

Min current (at 10.1uA | 15.7uA | 28.2 UA
120 sec interval
interval

*SD: standard deviation

“Power Consumption Analysis of Bluetooth Low Energy,ZigBee and ANT” - Microsoft Research
/[research.microsoft.com/pubs/192688/IWS%202013%20wireless % 20power%20consumption. pdf



http://research.microsoft.com/pubs/192688/IWS%202013%20wireless%20power%20consumption.pdf

BLE still inherits much from Classic Bluetooth

* Roles/Topologies:

* Support for Role-switching between Central & Peripheral,
multiple simultaneous connections

e Security
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BLE In the Bluetooth 4.0 stack

N Bluetooth’ €3 Bluetooth’ 9 Bluetooth’

SMART READY SMART
(classic or BR/EDR) (dual mode or BR/EDR/LE) (single mode or BLE)

L2CAP L2CAP L2CAP
Link Manager Link Manager Link Layer Link Layer
BR/EDRPHY  [¢)) ((e BR/EDR + LE PHY ) (( LE PHY




Generic Access Profile Generic Attribute
(GAP) Profile (GATT)

Security Manager Attribute
(SM) Protocol (ATT)

Logical Link Control and
Adaptation Protocol (L2CAP)

Controller

Host-Controller Interface (HCI)

Link Layer (LL)

Physical Layer (PHY)

Image Courtesy: Texas Instruments (http://www.ti.com/lit/ug/swru271flswru271f.pdf)




Some BLE chipsets & vendors®

Vendor

CC2540/CC2541

Texas
Instruments

CC256x

Texas
Instruments

nRF51822

Nordic
Semiconductor

DA14580

Dialo
Semiconductor

PSoC 4 BLE /
PRoC BLE

Cypress
Semiconductor

Mode

Single Mode
v4.0

Dual Mode
Classic +
BLE/ANT

Single Mode
v4.1 / ANT

Single Mode BLE
va.1

Single Mode BLE
v4.1

Integrated
Processor

8051

NO -
External

Cortex-MO

Cortex-MO

Cortex-MO

Flash

128kB/256kB

None

128kB / 256kB

32kB OTP

128kB

RAM

8kB

None

16kB / 32kB

42kB + 8kB

16kB

Current
Consumption
(RX/TX)

17.9mA /

18.2mA to
14.7mA /
14.3mA

9.7mA / 8mA

49mA /4.9mA

15.6mA/ 16.4mA

Chip Size

emmxéemm
QFN-40

mmx8mm
QFN

exemm QFN
3.5mmx3.8mm
WLCSP

2.5mmx2.5mm
CSP emmxémm
QFN48

7mmx7mm QFN
3.9mMmx3.5mm
WLCSP



http://www.argenox.com/bluetooth-low-energy-ble-v4-0-development/library/a-guide-to-selecting-a-bluetooth-chipset/

BLE Chipsets

Nordic nRF 51882
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Broadcom WICed Dev Board



Platforms and Devices
Estimote IBeacon

Seeduino BLE Shield
TI CC2540

Nordic nRF Developer Kit
NORDIC

SEMICONDUCTOR

) )
Bsaah ‘asnal
PO.OB-FO.15 PO.O0-P0.07

Adafruit “BLE Friend”




How does this work 7

conn.
response

GATT Service:
“health
— thermometer”

ATl ic @l i i e ‘read:temperature(
: sublingual)”

uvvrl_teC or Fu

Char. req: ;

“38.3 Cn



How does this work ? (cont'd)
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Mind the GAP (and GATT)

e GAP - General Access Profile

* Defines Roles, Protocols, etc. for discovery,
connection & security between BLE devices
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GAP Device Roles

e Broadcast - Beacons, sends all data in beacon
frame.

e Central - Master/Coordinator nodes
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GATT Profiles

e Defines/Controls data transfer between
connected devices
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after discovery/connection has been
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GATT Profiles

PROFILE
SERVICE

CHARACTERISTIC
CHARACTERISTIC
CHARACTERISTIC

SERVICE

CHARACTERISTIC
CHARACTERISTIC

image courtesy of ktownsend@adafruit.com - CC-BY-SA



GATT Example

/Blood Glucose Measurement \

GUID 0x1808 \

org.bluetooth.service.glucose

QUID 0x2A08 Y
org.bluetooth.characteristic.glucose _measurement
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https://developer.bluetooth.org/Pages/XMLViewer.aspx?u=gatt/characteristics/Documents/org.bluetooth.characteristic.glucose_measurement.xml
https://developer.bluetooth.org/gatt/characteristics/Pages/CharacteristicViewer.aspx?u=org.bluetooth.characteristic.date_time.xml

UUIDs

e “Universally Unigue ID”

o 128-bit(16-byte) value used to represent a (very
ikely) unique identifier for Services and
Characteristics
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f generated according to one of the mechanisms

defined in Rec. ITU-T X.667 | ISO/IEC 9834-8, a UUID is

either guaranteed to be
generated before 3603

algorithm specified in this standard supports very high
allocation rates: 10 million per second per machine it
N also be used as transaction
) Sigias

necessary, so UUIDs ca

3 P fhad i "-..l it
» it 3
' . e

different from all other UUIDs
A.D ....The UUID generation



http://www.itu.int/en/ITU-T/asn1/Pages/UUID/uuids.aspx

Detining Custom UUIDs

 Check again to make sure that there isn’t an
existing UUID set that defines what you want.

e Visitthe ITU UUID Generator site:
- http://www.itu.int/en/ITU-T/asn1/Pages/UUID/




public class SampleGattAttributes {
private static HashMap<String, String> attributes = new HashMap();

public
public
public
public
public

static

static String HEART_RATE_MEASUREMENT = "00002a37-0000-1000-8000-00805f9b34fb";

static String CLIENT_CHARACTERISTIC_CONFIG = "00002902-0000-1000-8000-00805f9b34fb";

static String TINY_BLE_SENSOR_MEASUREMENT = "195ae58a-437a-489b-b0cd-b7c9c394baed”;

static String TINY_BLE_SENSOR_READ_CHARACTERISTIC = "21819ab®-c937-4188-b0db-b9621el696cd";
static String TINY_BLE_SENSOR_WRITE_CHARACTERISTIC = "5fc569a0-74a9-4fad4-b8b7-8354c86e45a4";

{

attributes.put('"0000180d-0000-1000-8000-00805f9b34fb", "Heart Rate Service");
attributes.put("0000180a-0000-1000-8000-00805f9b34fb", "Device Information Service");

attributes.put(HEART _RATE_MEASUREMENT, "Heart Rate Measurement");
attributes.put("00002a29-0000-1000-8000-00805f9b34fb", "Manufacturer Name String");

}

static

{

attributes.put(TINY BLE SENSOR_MEASUREMENT ,"tinyBLE Sensor Service");

attributes.put(TINY_BLE_SENSOR_READ CHARACTERISTIC, "tinyBLE Sensor Read Characteristic");
attributes.put(TINY _BLE SENSOR_WRITE_CHARACTERISTIC,"tinyBLE Sensor Write Characteristic");
attributes.put("00002a29-0000-1000-8000-00805f9b34fb"”, "Manufacturer Name String");
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* TNCLUDES
*/
#include "st_util.h"

P i ittt it bttt S st b s S s i i i i S i i i i i R S e S s

* CONSTANTS
o'

S/ Service UUID

ftdefine BAROMETER_SERYV_UUID OxAALD  // FOBRAAL4D-PA5]-4000-BPRP-0RRRRRRY-PRRY
ftdefine BAROMETER_DATA_UUID OxAA4]

ftdefine BAROMETER_CONF_UUID OxAALZ

ftdefine BAROMETER_CALI_UUID OxAAL3

ftdefine BAROMETER_PERI_UUID OxAAd4

S/ Sensor Profile Serwvices bit fields
#define BAROMETER_SERVICE PxPPPPRR1E

7/ Length of sensor data in bytes
fdefine BAROMETER_DATA_LEN
fdefine BAROMETER_CALI_LEN




BLE and the IOT

* Not immediately |IOT-ready
e Some research has been done to run IPV6 over BLE *

 Generally, BLE Central Role device with Internet
connectivity Is required.
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Platform Support
e Platform/OS
» i0S5 and up (iPhone 4s or later)
. Android 4.3 and up(Galaxy S4, etc.)

 Apple OS X 10.6+
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Developer Support for BLE chipsets

* Mostly closed-source, depends on chipset & vendor
e TI CC2540 : OSAL via Keil/lAR compilers
e |Beacons: Obj. C using Apple Xcode

| ] " | ]
e BlueGIGA:BGScript on Linux and Windows
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Projected sales of Bluetooth devices 2015-2018

millions of units shipped
2015 2016 2017 2018
Bluetooth Technology Total 3 . 500 4000 4300 4600
Bluetooth Technology In Mobile Phones 1 ,800 1925 2025 2100
Bluetooth Technology In Other Applicati 1,700 2,075 2,275 2,500

BLUETOOTH UNITS BY VERSION

Bluetooth Classic

Bluetooth 4.0 (BLE)

Bluetooth Dual Mode (BTDM)

S BTLE+BTDM

PERCENTAGE SHARES

Classic Percentage

BTLE Percentage
BTDM Percentage
BTLE+BTDM Percentage



http://www.cratustech.com

BLUETOOTH SHIPMENTS BY TECHNOLOGY [MU]
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2016 2017 2018

Bluetooth Classic Bluetooth 4.0 (BLE) Bluetooth Dual Mode (BTDM)

Market data provided courtesy of Cratus Technology, Inc. www.cratustech.com



http://www.cratustech.com

BLUETOOTH IN MOBILE PHONES & OTHER APPLICATIONS

B Bluetooth Technology In Other Applications
B Bluetooth Technology In Mobile Phones

Market data provided courtesy of Cratus Technology, Inc. www.cratustech.com


http://www.cratustech.com

BLUETOOTH APPLICATIONS
(OTHER THAN MOBILE PHONES)

2016 2018

B Automotive TOTAL B Home Consumer TOTAL

B Smart Home TOTAL B On-Site Healthcare TOTAL

B Remote Healthcare TOTAL Sports & Fitness TOTAL
Beacons B Smart Home TOTAL

Market data provided courtesy of Cratus Technology, Inc. www.cratustech.com



http://www.cratustech.com

Links/Resources

e Documentation

* Bluetooth SIG BLE Site:
https://developer.bluetooth.org/TechnologyOverview/

Pages/BLE.aspx

e ©) Re|lly & Assomates
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https://developer.bluetooth.org/TechnologyOverview/Pages/BLE.aspx
https://learn.adafruit.com/introduction-to-bluetooth-low-energy/introduction

BlLE Starter kits

o T| CC2540 Sensor Tag $40
http://www.ti.com/product/CC254 1



http://www.ti.com/product/CC2541

BlLE Starter kits

e SeeedStudio BLE kits & modules




BLE Diagnostic tools

Adafruit Bluefruit Ubertooth One |
Dedicated BLE Sniffer BT/BLE/802.15.4 sniffer

Nordic 51822
chipset TI CC259x%

2.4Ghz chipset
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“Questions 7
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Contact me

o Stephen Okay



mailto:steve@inveneo.org
mailto:espressobot@gmail.com

