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Protocol & Packet Analysis

Motivation: why are we sniffing packets?

● Network analysis

● Problem identification

● Security auditing

● Statistics



  

Some terms

You will frequently find words like ...

● Dumping = capturing packets from interfaces 

and saving to file (called a dump)

● Sniffing = looking/listening for packets to dump



  

Packet dumping & sniffing – 
some tools

● Tcpdump, using libpcap (Linux)

● WinDump, using WinPcap (Windows)

● GUI interface: wireshark (Linux, Win, Mac)

● Wireshark without GUI: TShark

● Specifically wireless: Kismet



  

Where to capture packets

In order to capture relevant data,

we need to dump packets on network interfaces   

that can see the traffic of interest -

e.g.

on a switch, a gateway, a router,

 on wireless interfaces in monitor mode



  

What to capture

Your choice of interface and the software 

capabilities determine what you will be able to 

see:

● Don't expect to see wireless traffic on an 

ethernet (cable) interface

● Don't expect to see Bluetooth or 802.15.4 on an 

802.11 interface, even though it is the same 

frequency



  

Some typical use cases 
(from personal experience … yours will be different)

● Finding Rogue Access Points (ARP, spoofing)

● Identifying sources of broadcast storms 

(due to malware, virus)

● Troubleshooting 802.1x authentication problems, 

radius, WPA2

● Identifying network device failure

● Identifying impact of unwanted usage 

(e.g. Dropbox LAN Sync, Bittorrent, video streams)



  

wireshark

”Wireshark is a free and open-source packet 

analyzer. It is used for network troubleshooting, 

analysis, software and communications 

protocol development, and education. 

Originally named Ethereal, the project was 

renamed Wireshark in May 2006 due to 

trademark issues.”   [wikipedia]



  

wireshark



  

Remote dumping & importing

Often, we would like to use wireshark GUI on 

dumps collected in remote places without GUI, 

e.g. via tcpdump:

$ tcpdump ­i <interface> ­s 65535 ­w <some­file>

The output file can then be imported by wireshark.



  

wireshark and ...

● IPv6 – yes (filter: ipv6)

● 6Lowpan – yes (filter: 6lowpan)

● 802.15.4 – yes (filter: wpan)

● Bluetooth - ...



  

Bluetooth and wireshark
You can capture Bluetooth traffic to or from your machine on Linux in Wireshark with 

libpcap 0.9.6 and later, if the kernel includes the BlueZ Bluetooth stack; 

starting with the 2.4.6 kernel, the BlueZ stack was incorporated into the mainline 

kernel.

Note that Debian and Debian­derived derivatives call the libpcap package "libpcap­

0.8"; this does ***NOT*** mean that all such systems use libpcap 0.8. 

Debian and its derivatives continue to use the name "libpcap­0.8", 

even though newer versions' libpcap packages use newer versions of libpcap; 

for example, Wheezy's libpcap­0.8 package uses libpcap 1.3.0.

If it's supported, and if you have sufficient privileges to capture, 

there will be interfaces named bluetoothN for various values of N starting with 0.

To passively capture Bluetooth traffic between other machines, you can use the 

Ubertooth USB device. There is currently no libpcap support for Ubertooth, so you 

can't capture with Wireshark. 

However, there is a plugin for Kismet ­ look for "Kismet" on the "Getting Started" 

Ubertooth page ­ and it produces capture files that can be dissected with a Wireshark 

plugin.



  

wireshark LAB:
● Installation

● Start

● Basic functionality

● Some exercises

● Your own use cases?



  

wireshark - installation

● https://www.wireshark.org/download.html

● Linux: via repositories or build

on Ubuntu: $sudo apt­get install wireshark

● Windows: binary

● Mac: binary 

  (note: needs X11, which is no longer part of OSX - 

installation process will point you at XQuartz,

http://xquartz.macosforge.org )

https://www.wireshark.org/download.html
http://xquartz.macosforge.org/


  

wireshark - start



  

wireshark – file menu

● Exercise 2: save your capture to file, and then open it again

● Exercise 3: find a 6Lowpan capture on

  https://wiki.wireshark.org and open it

●



  

wireshark – statistics

● Exercise 2: save your capture to file, and then open it again

● Exercise 3: find a 6Lowpan capture on https://wiki.wireshark.org 

and open it

●

https://wiki.wireshark.org/


  

wireshark – statistics

● Exercise 4: do a new capture on your interface,

go to menu > statistics > protocol hierarchy – what is the ratio 

between IPv4 and IPv6 on your interface?

…. % IPv4 <==> …. % IPv6

https://wiki.wireshark.org/


  

wireshark – filters & expressions

● Exercise 5: use Filter to show all IPv6 traffic



  

wireshark – filters & expressions

● Filter help: 

there is autocompletion in the filter field,

right-clicking a packet gives you context filters



  

wireshark – filters & expressions
● Exercise 6: 

leave wireshark for a moment and find facebooks ipv6 

address – if they have one? …...........................................

● ping6 or produce some other traffic to that address, capture 

and then find it in your wireshark capture

● Can you find any broadcast traffic in IPv6 packets? …..........

● Move over to IPv4 – can you see broadcast traffic there?

Look at your protocols – what protocols create broadcast 

traffic?



  

wireshark – filters & expressions 
● Exercise 7: 

start a new dump and filter for ICMPv6 – what kinds of packets 

do you see? 

…......................................................................................................

…......................................................................................................

● Try to find a Router Advertisement – and look into it.

What prefix is being advertised?

…..................................................................................................

Who sent this Advertisement?

…..................................................................................................



  

wireshark – additonal fun
Additonal exercises:

● Explore statistics possibilities -

what are your most active protocols, IPs, streams?

● Do a tcpdump on a (remote) command line and analyze it 

with wireshark

● Consider if and how wireshark would be useful in

- our sensor deployment?

- your own work?

 



  

Questions?

Thanks!       sebastian@nsrc.org
This image was originally posted to Flickr by hermanusbackpackers at http://flickr.com/photos/36084059@N08/3343254977.

 It was reviewed on 25 September 2009 by the FlickreviewR robot and was confirmed to be licensed under the terms of the cc-by-2.0.
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