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Protocol & Packet Analysis

Motivation: why are we sniffing packets?

* Network analysis
* Problem identification
» Security auditing

e Statistics
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Some terms

You will frequently find words like ...
» Dumping = capturing packets from interfaces
and saving to file (called a dump)

» Sniffing = looking/listening for packets to dump
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Packet dumping & sniffing -
some tools

* Tcpdump, using libpcap (Linux)
 WinDump, using WinPcap (Windows)

* GUI interface: wireshark (Linux, Win, Mac)
* Wireshark without GUI: TShark

» Specifically wireless: Kismet
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Where to capture packets

In order to capture relevant data,

we need to dump packets on network interfaces
that can see the traffic of interest -

e.g.

on a switch, a gateway, a router,

on wireless Interfaces in monitor mode
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What to capture

Your choice of interface and the software
capabilities determine what you will be able to
see:

* Don't expect to see wireless traffic on an
ethernet (cable) interface

* Don't expect to see Bluetooth or 802.15.4 on an
802.11 interface, even though it is the same

frequency
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Some typical use cases
( )

* Finding Rogue Access Points (ARP, spoofing)
* |dentifying sources of broadcast storms
(due to malware, virus)
* Troubleshooting 802.1x authentication problems,
radius, WPA2

e |dentifying network device failure

* |dentifying impact of unwanted usage

(e.g. Dropbox LAN Sync, Bittorrent, video streams)
0[ UNIVERSITY OF OREGON NSRC



wireshark ﬁ

"Wireshark is a free and open-source packet

analyzer. It Is used for network troubleshooting,
analysis, software and communications
protocol development, and education.
Originally named Ethereal, the project was
renamed Wireshark in May 2006 due to

trademark issues.” [wikipedia]
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wireshark

wireshark_marconi_20150316-05.pcap [Wireshark 1.12.4 (Git Rev Unknown From unknown)]

Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

© ® 4 - X C Qe 3T & BB ==l WEEX @

Filter: |ipv6 : | Expression... Clear Save

No. vlan.id Time Source Destination Protocol Length Info

101916 174.837776 2a00:1450:4002:803::1(2001:760:2e0b:1728:511TCP 86 80-56495 [FIN, ACK]| Seg=15359 Ack=1355 Win=31360 Len=0 TSval=274402891 TSe

161841 174.724264 29@1 760: ZEBb 1728 51'2a@ﬂ 1450:46002:803: : L TCP 86 56492-88 [FIN, ACK] Seq 1354 Ack=15553 Win=41472 Len=0 TSval= 1298862 TSecr
1184¢ = 87 - 80 : = = e vy

101839 174.724165 2@@1:76@:2eﬂb:1728:51!2a@@:145@ 4002:8603: : ITCP 86 56491-88 [FIN, ACK]

Seq=1354 Ack=13609 Win=38912 Len=0 TSval 1298862 TSecr
181838 174.724182 2001:760:2eBb:1728:51!2a00:1450:4802:803: : 1iTCP 86 56497-80 [FIN, ACK] Seg=1354 Ack=13596 Win=38912 Len=0 TSval=1298862 TSecr

101837 174.7246002 2@31 760:2e6b:1728: 51'2aBB:1459 49&2 803: llTCP 86 56495~89 [FIN, ACK] Seq=1354 Ack 15359 Wln 38912 Len=0 TSval= 1298862 TSecr

181785 174.491058 feB0::d6ca:6dff:feaa:!ffe2::1:ff53:fffc ICMPvG 86 nghbor Solicitation for 23@1 760: 2e@b 1728: b4ae ba57:c553: fffc from d4 C

181421 173.982128 2001:760:2e8b:1728:f5 ffe2::1:ffaa:55d3 ICMPVG 86 Ne1ghbor Sollcnatmn for fe80::d6ca:6dff:feaa:55d3 from 84:38:38:76:ec:05
101393 73.965850 2a01:111:f400:8000::2 2001:760:2e8b:1728:51: TCP 74 443 65 Ack=428 Win=155216 Len=0
73 ? 2a00:1450:4002:803:: : C [
101350 |113.a49165 2001:760:2e0b:1728: 51.12.131:111 74008000 2|TCP | 14|3a:25:—:-443 [FIN, ACK] Seq=421 Ack=4965 Win=26112 Len=0
101348 173.840373 2a00:1450:4013:c00: :b(2001:760:2e0b:1728:51!QUIC 104 CID: ©, Seq: 207
101317 173.789851 2001:760:2e0b:1728:51!2a00: 1450:4002:803: : 1 TCP 86 56499-80 [ACK] Seq=1355 Ack=11691 Win=29184 Len=0 TSval=1298628 TSecr=2743

131316 1?3.?89832 2633 145@ 4392 883 112991 760: EEBb 1?28 51'TCP 86 BB~56499 [FIN, ACK] Seq 1699 Ack—1355 Win= 31369 Len—B TSval= 2?4393338 TSE

0080 d4 ca 6d aa 55 d3 18 3d a2 56 18 d4 86 dd 68 60 T T
0010 00 00 00 20 06 40 20 @1 07 60 2e 8b 17 28 85 15 PR R (A
0020 2a a5 4b 06 66 13 23 00 14 50 40 82 08 03 08 60 * K.f.*. _P@.....
030 00 00 60 60 10 08 dc ae @0 50 cB 58 6d 3 48 24 ........ P.X..@%
9040 82 bd 89 11 00 51 c2 ea 00 00 01 ©1 08 G0a 60 13 ..... Q.. ... ...
@50 dl ae 18 5b 7f 7a -
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Remote dumping & importing ﬁ

Often, we would like to use wireshark GUI on
dumps collected in remote places without GUI,

e.g. via tcpdump:
S tcpdump -1 <interface> -s 65535 -w <some-file>

The output file can then be imported by wireshark.
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wireshark and ...

* IPv6 - yes (filter: ipv6)
 6Lowpan - yes (filter: 6lowpan)
* 802.15.4 - yes (filter: wpan)

 Bluetooth - ...
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Bluetooth and wireshark

You can capture Bluetooth traffic to or from your machine on Linux in Wireshark with
libpcap 0.9.6 and later, if the kernel includes the BlueZ Bluetooth stack;

starting with the 2.4.6 kernel, the BlueZ stack was incorporated into the mainline
kernel.

Note that Debian and Debian-derived derivatives call the libpcap package "libpcap-
0.8"; this does ***NOT*** mean that all such systems use libpcap 0.8.

Debian and its derivatives continue to use the name "libpcap-0.8",

even though newer versions' libpcap packages use newer versions of libpcap;

for example, Wheezy's libpcap-0.8 package uses libpcap 1.3.0.

If it's supported, and if you have sufficient privileges to capture,

there will be interfaces named bluetoothN for various values of N starting with 0.
To passively capture Bluetooth traffic between other machines, you can use the
Ubertooth USB device. There is currently no libpcap support for Ubertooth, so you
can't capture with Wireshark.

However, there is a plugin for Kismet - look for "Kismet" on the "Getting Started”
Ubertooth page - and it produces capture files that can be dissected with a Wireshark

plugin.
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wireshark LAB: g

* Installation

e Start

» Basic functionality
» SOome exercises

* YOUr oOwn use cases?
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wireshark - installation i

» https:/Iwww.wireshark.org/download.html
* Linux: via repositories or build

on Ubuntu: $sudo apt-get install wireshark
 Windows: binary
 Mac: binary

(note: needs X11, which is no longer part of OSX -

Installation process will point you at XQuartz,

http://xquartz.macosforge.org )
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wireshark - start

The Wireshark Network Analyzer [Wireshark 1.12.4 (Git Rev Unknown from unknown)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
© ® =" B8 i X @

Filcer: * | Expression... Clear Apply Save

-

The World's Most Popular Network Protocol Analyzer
WIRESHARK version1.12.4 (Git Rev Unknown from unknown)

- Files Online

__Interface List -, Open o Website
& Live list of the capture interfaces Open a previously captured File Visit the project's website
(counts incoming packets)
start Open Recent: @ User's Guide
A ar . /media/ biggy1 fownC ... dumps/wireshark_marconi_20150316-05.pcap (153 MB) The User's Guide (online version)
Choose one or more interfaces to capture from, then Start /media/ biggy1 fownC ... eshark_marconi_20150316-05_ipv6ONLY.pcap (3,025 kB) .
&l eth1 /media/_biggy1_fownC ... dumps/wireshark_marconi_20150316-04.pcap (28 MB) @ Secquty
# wlan1 /media/_biggy1 JownC... dumps/wireshark_marconi_20150316-03.pcap (5,683 kB) Work with Wireshark as securely as p
&% ymnet /media/ biggy1_fownC ... fing/dumps/wireshark_marconi_20150316-02 (35 MB)
§ usbmont /media/ biggy1 fownC ... fing/dumps/wireshark_marconi_20150316-01 (12 MB)
§ usbmon2 J/home/sebastian/itu/ ... 14/20140411/20140429_2A08_9.00_wireshark (76 MB)
o s /home/sebastian/itu/ ... 2014/20140410_13-14_2A01_part2_wireshark (46 MB)
vmne
g2l any
@) Capture Options @ Sample Captures
" Startacapture with detailed options A rich assortment of example capture Files on the wiki

Capture Help

@ How to Capture
Ready to load or capture No Packets Profile: v1.12_201503
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wireshark - file menu

¥y vV VvV ¥V ¥

*wlan1 [Wireshark 1.12.4 (Git Rev Unknown from unknown)]

Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits) on interface ©
Ethernet II, Src: 58:94:6b:1f:c5:d4 (58:94:6b:1f:c5:d4), Dst: 33:33:00:01:00:03 (33:33:00:01:00:03)
Internet Protocol Version 6, Src: fe88::f@7e:6fBe:6a6a:154c (feB0::f87e:6T8e:6a6a:154c), Dst: ff02::1:3 (ffe2::1:3)
User Datagram Protocol, Src Port: 62893 (62893), Dst Port: 5355 (5355)
Link-local Multicast Name Resolution (query)

0000 33 33 00 01 00 @3 58
0910 ©0 80 00 le 11 01 fe
8820 6f Be 6a 6a 15 4c ff
0830 ©0 88 00 81 88 03 f5

ﬁf&%? Fh;:

« Exercise 2:

 Exercise 3:

"/tmp/wireshark_pcapng_wl...

6b 1f ¢5 d4
00 00 €0 OO
08 00 80 o8
14 eb 80 1le

OJ UNIVERSITY OF OREGON

86 dd 60 88 33....X. k.

00 ep fa 7e
08 00 80 08
40 dc fe 15

https://Iwiki.wireshark.org and open it

Sl WEEX e

IU=UAIUTY, JCY—TJf I£JTT, CLL—UT (U TCIPUNIc TOungs

id=0x1047, seq=50,/12808, ttl=64 (no response found!)

reply id=0x1018, seq=152, hop limit=42 (request in 19456)

id=ex1047, seg=51/13056, ttl=64 (no response found!)
id=ex1047, seq=52/13312, ttl=64 (no response found!)

Ethernet Unknown: Invalid length/type: 0x85f4 (1524)
Ethernet Unknown: Invalid length/type: 0x@5f4 (1524)

id=0x1047, seq=53/13568, ttl=64 (reply in 19480)

Ethernet Unknown: Invalid length/type: 8x85f4 (1524)

Packets: 19489 - Displayed: 19489 (100.0%) - Dropped: 4202 (21.6%)

Fil; Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
Open... ctrl+0 Q - 8 ? & "'E' @)
Open Recent ’
Merge... ;| Expression... Clear Apply Save
Import from Hex Dump... Destination Protocol Length Info
Close ctri+w | rousesgaTE 2y L e
10.200.20.1 ICMP 98 Echo (ping) reguest
Save CErl+5 185:1i2001:760: 2e0b: 1728 : 9 ICMPV6 118 Echo (ping)
Save As... Shift+Ckrl+S 10.200.10.2 ICMP 98 Echo (ping) reguest
. 10.27.68.1 IcMP 98 Echo (ping) reguest
File Set "I b4:b6:76:db:03:44  Ethernet 1538
Export Specified Packets... i b4:b6:76:db:03:44 Ethernet 1538
Export Packet Dissections R 130.226.142.6 ICMP 98 Echo (ping) reguest
Export Selected Packet Bytes... ChrlsH i b4:b6:76:db:03:44 Ethernet 1538 L
il 192.168.88.152 IcMP 98 Echo (ping) reply
Export PDUs to File... i b8:76:3f:¢3:72:75  LLC 78 1, N(R)=16, N(S)=0;
Eper sl S e : b8:76:3F:¢3:72:75 LLC 78 I, N(R)=16, N(5)=0;
Export Objects 4 b8:76:3f:c3:72:75 LLC 78 I, N(R)=16, N(S)=0;
Print... ctrl+p | b8:76:37:¢3:72:75 LLC 78 I, N(R)=16, N(5)=0;
i b8:76:3f:c3:72:75 LLC 78 I, N(R)=16, N(5)=0;
Quit Ceri+Q § b8:76:3f:¢3:72:75 LLC 78 I, N(R)=16, N(S)=0;
19487 188.0376030d4:ca:6d:aa:55:d3 b8:76:37:¢c3:72:75 LLC 78 I, N(R)=16, N(5)=0;
19488 188.0376070d4:ca:6d:aa:55:d3 b8:76:3f:c3:72:75 LLC 78 I, N(R)=16, N(S5)=0;
19489 188.0376110d4:ca:6d:aa:55:d3 b8:76:37:¢3:72:75 LLC 78 I, N(R)=16, N(5)=0;

id=0x1047, seq=53/13568, ttl=51 (request in 19478)
DSAP @x9a Individual, SSAP 8xle Command

DSAP ©x9a Group, SSAP @xle Command

DSAP 8x9c Individual, SSAP 8xle Command

DSAP
DSAP
DSAP
DSAP
DSAP

Bx9c
Bx9e
Bx9e
Bxal

Group, SSAP
Individual,
Group, SSAP
Individual,

Bxle
SSAP
Bx1le
SSAP

Command
Bx1le Command
Command
0x1le Command

®xa® Group, SSAP @xle Command
DSAP Bxa2 Individual, SSAP 8xle Command

Profile: v1.12_201503

find a 6Lowpan capture on

save your capture to file, and then open it again

NSRC
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wireshark - statistics

.

File Edit View Go Capture Analyze
©© 4 b x
Filter:

No. vilan.id Time source
LIFT L IUT  JUEULHU LJL . 1uo. o
19472 187.9127460192.168.88
19473 187.9174240 2a03:2880:
19474 187.92287460192.165.88
19475 187.9330020192.168.88
19476 187.9381318d4:ca:6d:a
19477 187.9483560d4:ca:6d:a
19478 187.9431260192.168.88
19479 187.96933608d4:ca:6d:a
19450 187.9948590130.226.14
19481 188.0350190d4:ca:6d:a
19482 188.0350348d4:ca:6d:a
19453 188.8375750d4:ca:6d:a
19484 188.8375900d4:ca:6d:a
19485 188.0375958d4:ca:6d:a
19486 188.8375990d4:ca:6d:a
19487 188.0376030d4:ca:6d:a
19488 188.0376078d4:ca:6d:a
19489 188.8376110d4:ca:6d:a

> Frame 1: 84 bytes on wire (672 bits
» Ethernet II, Src: 58:94:6b:1f:c5:d4
» Internet Protocol Version &, Src: f
» User Datagram Protocol, Src Port: @
1

Link-local Multicast Name Resolutic

geee
gele

33
ae

33
ae

ae
ae

01
le

ae
11

a3
01

58
fe

94
go

6b
0e

1f

00 00 0O BE B0 TO Te

Statiskt‘ics Telephony Tools
Summary

Commenks Summary

Show address resolution
Protocol Hierarchy
Conversations

Endpoints

Packet Lengths...

10 Graph

Conversation List
Endpoint List
Service Response Time

29West

ANCP

BACRet

Collectd...
Compare...

Flow Graph...
HART-IP

HTTP

ONC-RPC Programs
Sametime

UDP Multicask Streams
WLAN Traffic

IP Skatistics
BOOTP-DHCP...

*wlan1 [Wireshark 1.12.4 (Git Rev Unknown from unknown)]

Internals

2= 0 F WEEX @

... Clear Apply Save
Protocol Length Info
I LT JUTEWITU (LT Teyu.Jt LIUW=UAIUTY , Je— Tt LEJdTT, LLITUT NIV TLIPUTTI.  TOUOrmmas y
ICMP 98 Echo (ping) request id=0x1047, seq=58/12800, tt1=64 (no response found!)
1: €9 ICMPVE 118 Echo (ping) reply id=0x1918, seq=152, hop limit=42 (request in 19456)
ICMP 98 Echo (ping) request 1id=8x10847, seq=51/13056, ttl=64 (no response found!)
ICMP 98 Echo (ping) request id=0x1047, seq=52/13312, tt1=64 (no response found!)
, Ethernet 1538 Ethernet Unknown: Invalid length/type: 8x85f4 (1524)
, Ethernet 1538 Ethernet Unknown: Invalid length/type: 8x85f4 (1524)
ICMP 98 Echo (ping) request id=0x1047, seq=53/13568, tt1=64 (reply in 19488)
' Ethernet 1538 Ethernet Unknown: Invalid length/type: 8x85f4 (1524)
: ICMP 98 Echo (ping) reply id=8x1847, seq=53/13568, ttl=51 (request in 19478)
LLC 78 I, N(R)=16, N(S)=08; DSAP 8x9a Individual, S5AP 8xle Command
, LLC 78 I, N(R)=16, N(S)=0; DSAP 8x9a Group, SSAP 8xle Command
LLC 78 I, N(R)=16, N(S)=0; DSAP 8x9c Individual, SSAP 8xle Command
LLC 78 I, N(R)=16, N(5)=0; DSAP ©x9c Group, SSAP Oxle Command
LLC 78 I, N(R)=16, N(S)=8; DSAP 8x9e Individual, SSAP 8xle Command
LLC 78 I, N(R)=16, N(S)=0; DSAP 0x%9e Group, SSAP Oxle Command
LLC 78 I, N(R)=16, N(S)=08; DSAP 8xa® Individual, S5AP 8xle Command
. LLC 78 I, N(R)=16, N(S)=0; DSAP 8xa® Group, SSAP 8xle Command
LLC 78 I, N(R)=16, N(S)=0; DSAP 8xa2 Individual, SSAP 8xle Command

;s é} on interface B
:33:00:01:00:03 (323:33:00:81:00:03)
J::f87e:6f8e:6a6a:154c), Dst: ffO2::1:3 (ffO2::1:3)
(5355)

0020

6f 8e ba 6a 15 4c ff 82 ©O 60 00 00 0P 0O @O OO

0030

00 83 f5 ad 14
@ * File: "/tmp/wireshark_pcapng_wi...

ge

ge o1

ge

eb 08 1le 40 dc fe 15

Packets: 19489 . Displayed: 19489 (100.0%) - Dropped: 4202 (21.6%) Profile: v1.12_201503

NSRC

Kataieh TR Ta Rt @ Caslas

a UNIVERSITY OF OREGON


https://wiki.wireshark.org/

wireshark - statistics

Wireshark: Protocol Hierarchy Statistics

Display filter: none

Protocol % Packets Packets % Bytes Bytes Mbit/s End Packets End
¥ Frame 19489 15980391 0.680 0
¥ Ethernet 100.00% [RTTEE 15980321  0.680 0
¥ Internet Protocol Version 6 mos % 8001 ESB% 5910233 0.251 0
¥ User Datagram Protocol 1.96 % 382 0.59 % 94876 0.004 0
Domain Name Service 1.53% 298| 0.45 % 72074 0.003 298
Hypertext Transfer Protocol 0.38 % 74 0.13 % 21174 0.001 74
Mikrotik Neighbor Discovery Protocol 0.02 % 3 0.00% 564 0.000 3
DHCPv6 0.04 % 7| 0.01% 1064 0.000 7
Internet Control Message Protocol vé | 2.34% 456 0.31% 48980 0.002 456

¥ Transmission Control Protocm E-.?S % 7163 EOB% 5766377 0.245 2854 1(
Internet Message Access Protocol 0.06 % 11| 0.01 % 1721 0.000 11

¥ Secure Sockets Layer 12.03 % 4294 EA? % 4709332 0.200 4267 4€
Secure Sockets Layer 0.14 % 27| 0.16 % 26057 0.001 27
¥ Hypertext Transfer Protocol 0.02 % 4| 0.02 % 3321 0.000 2
online Certificate Status Protocol 0.01% 2 0.01% 1396 0.000 2
¥ Internet Protocol Version 4 13.33 % 4546 6.31 % 2606490 0.111 0
¥ User Datagram Protocol I 5.07 % 989 | 1.16 % 185225 0.008 0
Domain Name Service | 2.31% 451 0.56 % 90032 0.004 451
Hypertext Transfer Protocol 0.61% 119| 0.20 % 31456 0.001 119
NetBIOS Name Service 1.14 % 222 0.13 % 20640 0.001 222
¥ NetBIOS Datagram Service 0.04 % 7| 0.01% 1623 0.000 0
¥ SMB (Server Message Block Protocol) 0.04 % 7 0.01% 1623 0.000 0
¥ SMB Mailslot Protocol 0,04 % 7. 0.01% 1623 0,000 0

Help |  Close |
* Exercise 4: do a nhew capture on your interface,

go to menu > statistics > protocol hierarchy — what is the ratio
between IPv4 and IPv6 on your interface?
ven %0 IPV4A <==> ... % IPV6
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wireshark - filters & expressions

wireshark_marconi_20150316-05.pcap [Wireshark 1.12.4 (Git Rev Unknown from unknown)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

® @ - xXC Q T £ BB sl WEEHX @

Filter: |ipvé : | Expression... Clear Save

No. vlan.id Time Source Destination Protocol Length Info
17698 13.729092 [ Tegw::0bCa:baTT:TEaa: TTuZ: (LITTI3ITTTC LILMPVD 50 NE1gNDOr SOLICITAT10N TOr ZUUL:/bU:ZeuD: L/Z804ae:0a5/:Co53:TTTC Trom a4:c
12099 13. ?29433 fe80: :déca:6dff:feaa: 'ffBZ BIE ffcl 98c2 ICMPVB 86 Ne1ghbor Solicitation for 2801:760:2e0Bb: 1?28 7151:8fcb:aacl: 98c2 from d4:c

73 2a00:1450:4013:¢00; ;b :760:2e0b:17 C 86 [TCP ACKed unseen segmen ) 35 [ACK] S Ack=2 Win=3 /
12488 14. ?22559 2a00:1450:4013: CBG b:ZBBI 760:2e8b:1728:51!QUIC 98 CID e, Seq 183
12491 14.745627 feB80::déca:6dff:feaa:!ffB2::1:ff53:fffc ICMPVBE 86 Neighbor Solicitation for 2001:760:2e@b:1728:bdae:ba57:c553: fffc from d4:c
12492 14.745943 feB80::déca:6dff:feaa:!ffO2::1:ffcl:98c2 ICMPVE 86 Neighbor Solicitation for 2001:760:2e8b:1728:7151:8fcb:aacl:98c2 from d4:c
12762 15.668528 feB80::d6ca:6dff:feaa:!ffO2::1:Ff53: fffc ICMPVGE 86 Neighbor Solicitation for 2001:760:2e@b:1728:bdae:ba57:c553: fffc from d4:c
12975 15.974368 feB80::cced:el93:1345: ff02::1:3 LLMNR 84 Standard query @xecd® A wpad
13080 16.879626 feB80::cced:el93:1345: ff02::1:3 LLMNR 84 Standard query @xecd® A wpad
14116 17.718492 feB0::déca:6dff:feaa:!ff02::1:ff53:fffc ICMPVGE 86 Neighbor Solicitation for 2001:760:2e8b:1728:b4ae:ba57:c553:fffc from d4:c
14715 18.125208 2991:?63:2eﬂb:1?28:51!269?:f8b3:4399:89a 21TLSU1 2 132 Appllcatlon Data
B . [ not captured] En
|18.320216

15206 18.526702 ZDUT.beG:4E@@:80a..ZLZGﬂl.TbU.ZEGb.1728.J15TCP
15432 18.763568 feB80::déca:6dff:feaa:!ffB2::1:ff53:fffc ICMPVB 86 Neighbnr Solicitation for 2001:760:2e8b:1728:b4ae:ba57:c553: fffc from d4:c
15779 19.125893 2001:760:2e0b:1728:51!2a00:1450:4002:884: :1(TLSv1.2 132 Application Data

15908 19.330630 2a00:1450:4002:804::1(2001:760:2¢0b:1728:51! TCP 74 443-57099 [RST] Seqg=

19.333073 2a00:14 2:804::1(2001:760:2eBb:1728:51' TCP 74 443-57099 [RST] Seq=
19.336892 2a00:1450:4002:804::1(2001:760:2e0b:1728:51'TCP 74 443-57099 [RST
» Frame 2: 86 bytes on wire (688 bits), 86 bytes captured (688 bits)
= Ethernet II, Src: d4:ca:6d:aa:55:d3 (d4:ca:6d:aa:55:d3), Dst: 33:33:ff:53:ff:fc (33:33:ff:53:ff:fc)
= Internet Protocol Version 6, Src: fe80::déca:6dff:feaa:55d3 (fe80::déca:6dff:feaa:55d3), Dst: ffO2::1:ff53:fffc (ffO2::1:ff53:fffc)
» Internet Control Message Protocol vé

N

@008 33 33 ff 53 ff fc d4 ca 6d aa 55 d3 86 dd 60 60 33.5.... m.U... .
8010 80 60 00 20 3a ff fe 80 00 00 00 80 B0 00 d6 ca P
8020 6d ff fe aa 55 d3 ff 62 ©0 00 00 €0 60 80 00 G0 m...U... ........
0930 @@ 81 ff 53 ff fc 87 60 aS 51 00 00 90 ©O 20 01 ...S.... .U....

P P P P P

e Flle ”;’medla,ﬁ' blggw_jowncloudf Packets: 152751 - Displayed: 5?88{3 8%]- Load time: 0:02.794 Profile: v1.12_201503

» Exercise 5: use Filter to show all IPv6 traffic
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wireshark - filters & expressions

*wlan1 [Wireshark 1.12.4 (Git Rev Unknown from unknown)]

File Edit

e 4

View

Go Capture Analyze Interna

Telephony Tools

T &

Filter: lil:

] : | Expression...

No. Icap nation Protocol
Sicep 116 ICMPvE
Q- «q e -
3.. |cl_rpc = 1.ff?ﬁ.|IcHP\"ﬁ
43. 116 ICMPvE
44 icmp .. 698 9.586029000 2001:760: 2e0b:1728: c912002:464b:a2f|UDP 82 Source nort: 51413 Destination port: 47299
icmpv6 [}‘ 714 9.780037000 2002:464b:a2fb: :464b:i2001:760:2e6b  Mark Packet (toggle) 299 Destination port: 51413
a4 . 717 9.82628600€ Te80: :d6ca:6dff:feaa:! ffO2::1:Tfab:  Ignore Packet (toggle) tation for 2001:760:2e6b:1728:
5gicp .3 719 9.827813000 fe80: : 8638:38ff: fe76:(ff02::2 Set Time Reference (toggle) tion from 84:38:38:76:ec:05
. . 721 9.8493620002002:4d23: da08: :4d23:(2001:760:2e0b L. ot 801 Destination port: 51413
S@icq 1722 9.849607000 2001:760: 2e0b:1728:c9/2002: 4d23:dad 413 Destination port: 49001
560 CF . OOUUDSUEY [E0W; S 0U30I301 1 IEFUI 1w f: 724 9.849962006 fe80: :d6ca:6dff:feaa:!2001:760:2e6b k tation for 2001:766:2eBb:1728:
. : : 0 : oF : Packet Comment... 9 : " . .
646 T b e e S
: . :760:2e6b: 19y : :a M \ly Resolve Add estination port:
647 8.905113000 fe80: :d6ca:6dff: feaa:! TTO2::] e b re (360 bits). 70 byt cured | anuafly Resolve Address ;
ame 4 ytes on wire its), ytes capture »alected
717 9.826286000 TeB0: :déca:6dff:feaa:! TT02:: hovoa 0A.20.20, 76 0cifE (04.20.20,76.: nc. OF = !
- o T ) 33 33 00 00 60 02 84 38 38 76 ec 05 86 dd 60 00 33.. repareaFilter L e '
) 60 00 00 10 3a ff fe 80 00 00 00 0O 00 00 86 38 .... ConversationFilter g .. and Selected
) 38 ff fe 76 ec 05 ff 02 00 00 60 00 00 00 00 00 8..v  Colorize Conversation ; _arEakdiey
) €0 00 00 00 00 02 85 0 29 c5 60 00 00 00 61 01  .... J not Selected
) 84 38 38 76 ec 05 .88v - and not selecte
.. or not Selected
Copy ’
-
e Filter help:
- { File: "/temp/wireshark pcapna wl... - Packets: 743 - Displaved: 569  Print...

0 | UNIVERSITY OF OREGON

there is autocompletion in the filter field,

right-clicking a packet gives you context filters

NSRC
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wireshark - filters & expressions

e Exercise 6:
leave wireshark for a moment and find facebooks ipv6

address - if they have one? .........cociiiiiciiiinnicinnennea,

e ping6 or produce some other traffic to that address, capture

and then find it in your wireshark capture
e Can you find any broadcast traffic in IPv6 packets? .............

 Move over to IPv4 - can you see broadcast traffic there?
Look at your protocols — what protocols create broadcast

traffic?

0 | UNIVERSITY OF OREGON NSBQ



wireshark - filters & expressions

* Exercise 7:
start a new dump and filter for ICMPv6 - what kinds of packets

do you see?

* Try to find a Router Advertisement — and look into it.

What prefix is being advertised?

0 | UNIVERSITY OF OREGON ﬂNSRCF



wireshark — additonal fun

Additonal exercises:

 Explore statistics possibilities -
what are your most active protocols, IPs, streams?
Do a tcpdump on a (remote) command line and analyze it

with wireshark

 Consider if and how wireshark would be useful in
- our sensor deployment?

- your own work?

NSRC
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Questions?

Thanks! sebastian@nsrc.org

This image was originally posted to Flickr by hermanusbackpackers at http://flickr.com/photos/36084059@N08/3343254977.
It was reviewed on 25 September 2009 by the FlickreviewR robot and was confirmed to be licensed under the terms of the cc-by-2.0.
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