Wireless Tools

Training materials for wireless trainers
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Goals

» The goal of this talk is to provide an introduction to a
few software tools that will help you to:

» monitor your WiFi network to identify problems
» perform security audits and prevent attacks

» observe the ongoing performance of your
network and plan for future needs

» detect interference



Types of wireless tools

» Network ESSID scanners

» Wireless protocol analyzers

» Encryption cracking tools

» Wireless device auditing and management
» “War driving” tools: network mapping

» Spectrum analysis
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NetStumbler

http://www.stumbler.net/
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Kismet

http://www.kismetwireless.net/
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KisMAC

http://www.kismac-ng.org/
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KISMET
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powerful
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protocol
analyzer

0006 X Dumplog 03-06-21 14:50.dump - Ethereal
File Edit Capture Display Tools Help |
No. |[Time . Source Destination Protocol Info A
344 19,089107 00:02:6f:01:85:74 00306:25:12:cf:cb IEEE 802,11  Probe Response
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COWPATTY - ATTACKING WPA/WPA2-PSK EXCHANGES

S ——
http://www.willhackforsushi.com/Cowpatty.html

» Implementation of an offline dictionary attack against
WPA-PSK and WPA2-PSK networks

N — VAT =1

QL A e

U /Al
-\ N BTA

http://www.renderlab.net/projects/WPA-tables/

» WPA2-PSK Rainbow Tables: | million common

passwords x 1,000 common SSIDs. 40 GB of lookup
tables available on DVDs.
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Etherpeg
http://www.etherpeg.org/
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Driftnet
http://www.ex-parrot.com/~chris/driftnet/
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Scan Tools Profile Help

K % @ o &

New Scan Command Wizard Save Scan Open Scan  Report a bug Help
Intense Scan on scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yuma.net 3%

Target, 0 wap.yumanet zardoz.yuma r:vt{ v Profile: Imense Scan v Scan

-

Command: nmap -T Aggressive -A scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yum:

Hosts Services Ports / Hosts | Nmap Output | Host Detalls | Scan Detalls

Starting Nmap 4.50 ( Attp://insecure.org ) at
SRR | 2007-12-11 18:40 PST

Interesting ports on scanme.nmap.org (205.217.153.62):
Mot shown: 1706 filtered ports =1

() 17167.223

“ 10.0.010 PORT STATE SERVICE VERSION
. 22/tcp open ssh OpenSSH 4.3 (protocol 2.0)
‘h wap.yumanet 194glls 3, tcp open domain
AY zardoz.yuma.net ) tcp closed gophe
80/tcp open http Apache httpd 2.2.2 ((Fedora))

|  HTML title: Authentication required!

| HTTP Auth: HTTP Service requires authentication
| Auth type: Basic, realm = Nmap-Writers Content
113/tcp closed autl

Device type: general purpose

Running: Linux 2.6.X

0S details: Linux 2.6.20-1 (Fedora Core 5)

Uptime: 45.378 days (since Sat Oct 27 10:38:07 2007)

TRACEROUTE (using port 22/tcp)
HOP RTT ADDRESS

1 3.27 wap.yuma.pet (192.168.0.6)
2  10.56 brasl2 ; ; v

v Enable Nmap output highlight & Preferences @ Refresh

F R EESecurity scanner.

» Network and port scanner
» Rogue AP detection

» Scans any nhumber of ports on
any number of hosts

» Sophisticated stealth scanning

» ldle, undetectable service
“scanning”

» Available for all platforms


http://nmap.org
http://nmap.org

The Dude

http://www.mikrotik.com/thedude.php

» The Dude network
monitor is a network
auditing and monitoring
tool by MikroTik.

» The Dude automatically
scans devices within
specified subnets, draws
a map of the networks
monitors services and
sends alerts when there
are problems.

» Only available for
Windows.

& 2dmin®159.142 147.209 - The Dude 3.1

- ; L Setings Discoves v Tools [ TR

- 10.10.2.2
' 5 Netficatior E6.22B00328 g T 61 tos (54 My 6622811325
E o [ S cpu; 18% disk 47% Tl cpu: 7% disk: 34%
| = L / \ \ /
= s b 297 M
= 192.168.212.0/24 ‘ \ /
Lo 159 148 147 209 e L
cpu: 21% disk 76%
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Wi-Spy spectrum analyzer
http://www.metageek.net/




Chanalyzer

Chanalyzer 2.1 for Wi-Spy
File View Help
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EaKiu

http://www.metageek.net/

EaKiu (Air Spy)

Quiint Zer-owAdd Pause ) = Quad Record

Resed ZerovwMawx Image ’ 3 Wiree Serwer




Ubiquiti AirView

http://www.ubnt.com/
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Conclusion

Network ESSID scanners will find neighboring WiFi networks
and provide basic information about them.

Wireless protocol analyzers log captured data for later analysis.

Encryption cracking tools can be used to test the security of
your own networks.

Wireless device auditing and management tools automate
the process of managing access points on your network.

“War driving” tools allow you to plot the physical range of your
network on a map.

Spectrum analysis tools can show you sources of radio
interference not necessarily caused by WiFi.
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Thank you for your attention

*

WIRELESS
NETWORKING

IN THE DEVELOPING WORLD
SECOND EDITION

For more details about the topics presented in
this lecture, please see the book Wireless
Networking in the Developing World,
available as free download in many languages at:

A proctical guide to
planning ond building low-cost

http://wndw.net/



