
Wireless Tools

Training materials for wireless trainers

This talk covers tools that will show you a great deal of information about wireless networks, including network discovery, data logging, 
security auditing, and spectrum analysis.
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Goals
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‣ The goal of this talk is to provide an introduction to a 
few software tools that will help you to:

‣ monitor your WiFi network to identify problems

‣ perform security audits and prevent attacks

‣ observe the ongoing performance of your 
network and plan for future needs

‣ detect interference



Types of wireless tools

‣ Network ESSID scanners

‣ Wireless protocol analyzers

‣ Encryption cracking tools

‣ Wireless device auditing and management

‣ “War driving” tools: network mapping

‣ Spectrum analysis
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Built-in wireless clients
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If a computer has a wireless card, it has a basic network scanner.



NetStumbler
http://www.stumbler.net/
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NetStumbler was one of the first and most widely used WiFi detection tools. It runs only in Windows XP or Windows 2000, and works 
with many (but not all) wireless cards. NetStumbler can be used for mapping the coverage of your WiFi network, War Driving, rogue AP 
detection, aligning antennas on a long distance link, and more. NetStumbler is not open source, and was last updated in 2004.



http://www.vistumbler.net/
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Vistumbler is an updated open source network detection tool for Windows Vista and Windows 7. It supports many of the same features 
as NetStumbler, including network detection and GPS integration. It also works with Google Earth to allow realtime WiFi mapping on a 
live map. Vistumbler does not run in Windows XP.



Kismet
http://www.kismetwireless.net/
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Kismet is the most widely used wireless network monitor and logging system. Kismet will work with any wireless card which supports 
raw monitoring mode, and can sniff 802.11b, 802.11a, and 802.11g traffic. Far from being a simple network detector, Kismet can log all 
802.11 frames for later analysis. It supports multiple radio cards and a sophisticated network monitoring mode, which makes it possible to 
log and analyze all traffic on all channels in an arbitrarily large network simultaneously. It can identify the SSID of “closed” WiFi networks, 
identify associated clients (including relative traffic and hardware vendors), has GPS integration, and much more. Kismet is open source 
software.

While free and powerful, one downside to Kismet is its relative complexity. It works best on Linux or BSD, and also works on Windows 
when using the AirPcap packet capture hardware.



KisMAC
http://www.kismac-ng.org/
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KisMAC is an open source network detection and logging tool for Mac OS X. It has many of the same features as Kismet, but includes a 
much friendlier graphical interface. Like Kismet, it can log raw 802.11 frames when using radio cards capable of supporting monitor 
mode. KisMAC supports custom maps for GPS integration, and many advanced security features.



Handheld wireless clients
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Many wifi scanning devices exist for handheld computers.



+
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Kismet will log 802.11 frames in standard pcap format. You can then open these files in Wireshark for further analysis.



=
extremely 
powerful 
wireless 
protocol 
analyzer
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Using Kismet in conjunction with Wireshark allows you to inspect data all the way down to the level of individual 802.11 frames, making it 
possible to debug even the most difficult wireless problems.
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Aircrack-ng is an 802.11 WEP and WPA-PSK keys cracking program that can recover keys once enough data packets have been captured.



‣WPA2-PSK Rainbow Tables: 1 million common 
passwords x 1,000 common SSIDs. 40 GB of lookup 
tables available on DVDs.

http://www.renderlab.net/projects/WPA-tables/

http://www.willhackforsushi.com/Cowpatty.html

‣ Implementation of an offline dictionary attack against 
WPA-PSK and WPA2-PSK networks
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Cowpatty is a WPA/WPA2-PSK brute-force dictionary attack tool.

The Church of WiFi has released a set of pre-computed hash tables that match the 1,000 most commonly used ESSIDs (as determined by 
public War Driving maps) to 1 million commonly used passwords (harvested through Google and other sources). The result is a huge lookup 
table that can crack networks that use these poor defaults in a matter of seconds.



http://www.etherpeg.org/
Etherpeg
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Etherpeg and Driftnet are packet capture tools that decode graphical data (such as GIF and JPEG files) and display them as a collage.  Tools such as 
these are of limited use in troubleshooting problems, but are very valuable for demonstrating the insecurity of unencrypted protocols.

Etherpeg is an old Mac-only software, no longer supported.



http://www.ex-parrot.com/~chris/driftnet/
Driftnet
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In addition to logging and displaying graphical images, Driftnet can decode MPEG audio streams. Driftnet is free software for Linux.



‣ Network and port scanner

‣ Rogue AP detection

‣ Scans any number of ports on 
any number of hosts

‣ Sophisticated stealth scanning

‣ Idle, undetectable service 
“scanning”

‣ Available for all platforms

http://nmap.org/
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Nmap (short for "Network Mapper") is a free and open source utility for network exploration or security auditing. It can be used for 
tasks such as network inventory, managing service upgrade schedules, monitoring host or service uptime, and finding rogue access points 
or other unauthorized services on your network. Nmap runs on all major computer operating systems, and official binary packages are 
available for Linux, Windows, and Mac OS X.



http://www.mikrotik.com/thedude.php
The Dude

‣ The Dude network 
monitor is a network 
auditing and monitoring 
tool by MikroTik. 

‣ The Dude automatically 
scans devices within 
specified subnets, draws 
a map of the networks 
monitors services and 
sends alerts when there 
are problems.

‣ Only available for 
Windows.
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http://www.metageek.net/

Wi-Spy spectrum analyzer

18

One inexpensive spectrum analyzer is the Wi-Spy. It is a 2.4 GHz USB device that is designed to show you information about 2.4 GHz 
WiFi. It does this by tuning to a narrow channel in the 2.4 GHz band and listening for energy, then changing to another, and so on all 
throughout the band as quickly as it can. In this respect it acts a bit like a frequency hopping radio that never transmits. By plotting this 
information on a graph, you can get a very clear picture of how the 2.4 GHz spectrum is being used by devices in your area. Other 
versions of the Wi-Spy can also detect 900 MHz and 5 GHz signals.

There are a number of free software packages that work well with the WiSpy.



Chanalyzer
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The manufacturer supplies very good software called Chanalyzer that works only in Microsoft Windows. 



Spectools
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The Kismet wireless project provides a package called Spectools that works with Linux, OS X, and Windows.



EaKiu
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http://www.metageek.net/

There is a very good package for Mac OS X called EaKiu. In addition to the standard views provided by Chanalyzer and Spectools, EaKiu 
provides a realtime 3D graph of everything that is happening over time, over the given range of frequencies. 



http://www.ubnt.com/

Ubiquiti AirView
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Another new USB spectrum analyzer is the AirView by Ubiquiti. It has similar features to the Wi-Spy, and is considerably cheaper. The 
AirView software is Java-based and runs on Windows, Mac OS X, and Linux. The AirView comes in 2.4 GHz and 900 MHz models.



Conclusion
‣ Network ESSID scanners will find neighboring WiFi networks 

and provide basic information about them.

‣ Wireless protocol analyzers log captured data for later analysis.

‣ Encryption cracking tools can be used to test the security of 
your own networks.

‣ Wireless device auditing and management tools automate 
the process of managing access points on your network.

‣ “War driving” tools allow you to plot the physical range of your 
network on a map.

‣ Spectrum analysis tools can show you sources of radio 
interference not necessarily caused by WiFi.

23



For more details about the topics presented in 
this lecture, please see the book Wireless 
Networking in the Developing World, 
available as free download in many languages at:

http://wndw.net/

Thank you for your attention

See Chapter 6 of the book for more detailed information about the material covered in this talk.


