Wireless Security

Rob Flickenger
Metrix Communication LLC

http:#/nocat.net/talks/security/
robenocat.net

Uinosat FRSS

Why is wireless security
difficult?

» Wireless is a shared medium

# Attackers are relatively anonymous

* End users are poorly educated

# Denial-of-Service is very simple

# Tools are freely available
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...or be completely undetectable



Who creates security
problems?

# Unintentional users

* "War Drivers"

* Employees who install “rogue” access points
# Eavesdroppers (personal and corporate spies)

# Malicious users

Basic tools you can use to
protect your networks:

* “Closed" networks
* MAC filtering

* WEP encryption

* Firewalls

* Strong Application Layer encryption




Encryption Basics

# Encrypting information is EASY
# Key Distribution is DIFFICULT

* Unique Identification

* Public Key Cryptography

* RSA
(Rivest, Shamir, Adleman 1978)

Problems with WEP

* Problem is not with RC4, but the WEP
implementation

# Incompatible key lengths

* IV reuse (2" 24, or 16 million IVs)

* Weak IVs

# Shared key management is difficult

# Dffline dictionary attacks




Advanced wireless security
features

*802.1x
EAP-MDS
Cisco LEAP
Microsoft EAP-TLS
# Fast re-keying

# WPA (Wi-Fi Protected Access)

Wi-Fi Protected Access (WPA)

* TKIP + 802.1x == WPA

* 802.1x can provide mutual authentication
of client and AP

* EAP-MDS, EAP-TLS, EAP-TTLS, LEAP, PEAP
* Administration is moderately difficult

* AES + 802.1x == 802.1i




Strong (and free) encryption
software

Should provide strong Authentication,
Encryption, and Key Management.

Examples include: * QSH

* 331

# [PSec

* OpenVPN
# PPTP

Security Tools




Free tools that will show you *lots»
of information about your network

# Network ESSID scanners

* Wireless protocol analyzers
* Port scanners

# Packet sniffers

# Packet creation tools

* WEP crackers

http:/ /www.geekoulture.com/ joyoftech/joyarchives/ 368.html

Network SSID Scanners

#* Built-in clients

# NetStumbler (Windows)
* MiniStumbler (PocketPC)
* MacStumbler (Mac 0S X)

* Wellenreiter (Linux)




i Network Stumbler - [20030701091232.ns1]
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MiniStumbler
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C v New document starts scan

v Reconfigure card automatically

| v Get AP Names

rd  Auto Save
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? r Clear Log \

Status: Scanning...

66 MacStumbler 0.6b

551D MAC _Ch_an Signal MNoise Type ‘ufe_ndor WEP

SWN-BelmontEast 00:02:6F:01:85.74 3 9 Managed Senao No

SpeedStream 00:C0:02:C9:10:90 11 28 8 Managed unknown No

Wireless 00:30:AB:0B:24.EB 6 24 9 Managed Delta No

Log:

ssID MAC Chan | Max Sig 'T'ype Vendor WEF  Last Seen |Comment
Wireless 00:30:AB:0B:24:EB 6 29 Managed Delta Na 11:26AM 05/23/03
SpeedStream 00:C0:02:C9:10:90 11 329 Managed unknown No 11:26AM 05/23/03
SWHN-BelmontEast 00:02:6F:01:85:74 3 ¢ Managed Senao No  11:26AM 05/23/03
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[23:20:11] iy Welletreiter has been startecd.
[23:20:11] {i} Bunning on ‘Unknown
[23:20:23] (i) Started Scanning.

[23:20:25] (i) Mew network: ESSID ‘vanille”
[23:20:25] i) Mew Access Paint in “vanille’ [5]
[23:21:17] i) Mew Mireless Station in “vanille” [xx]
[23:21:19] WARMIMG: Unhandled IBSS traffic!
[23:21:25] WARMIMG: Unhandled IBSS traffic!
[23:21:26] WARMING: Unhandled IBSS traffic!
[23:21:28] WARMING: Unhandled IBSS traffic!
[23:21:43] WARMIMG: Unhandled IBSS traffic!
[23:21:5E] (i) Mew Station in “vanille” [xx]
[23:22:42] (i) Stopped Scanning.

11l [4]»

EER SR T T

QE e

RIS 0 QER S

a2 @ T 0ases

Wireless Protocol Analyzers

* Airopeek (Windows)
* KisMAC (Mac 08 X)

# Kismet + Ethereal (Linux + Mac 0S X)




Airopeek NX

*353500 US
#* Windows Only
# Free Demo available

| Setting

# Client ‘Wendor Signal |sent Bytes recv. Bytes Last Seen

MaxSignal

Weak Packets
Dara Packets
Bytes

Key

Lastlv

Latitude
Longitude

SWN-BelmontEast
00:02:6F:01:85:74
Senao

2003-05-23 12:13:5¢
2003-05-23 12:14:40

2
34
40

managed
disabled
154

]

21
12.52KB

00:00:00

0.000000N
0.000000E

FF.FF:FF:FF:FF:FF Broadcas Ee] 0B
00:02:6F:01:85:74 Senao 34 8.34KE
00:30:65:03:E7:BA Apple 0 OB
00:40:63:C0:AA4B unknown 34 3.34KB
00:40:90:41:83:AB Cisco L] 0B
00:02:2D:69:0D23 Praxim o] OB
00:02:2D:3B:56:50 Praxim 3BEE

L R I I =]

8.10KB
0B 2003-05-231
2.70KB
3868 2003-05-23 1
78B
2488
580B 2003-05-231




& alle KisMAC - 0.04d3
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Kismet

htip./ /www kismetwireless.net/
Raw 802.11 frame logger + packet capture

] & nd

P amnvomanto:
L LEAE

%Oy Laik r ]

Linux, OpenBSD, or 0S X
Cisco Aironet, Orinoco, or Prism 2
No AirPort (yet..)




* AP Hardware fingerprinting

# NetStumbler detection

* Will speak detected networks and stats
* GPS support

* Tons of details, logging, statistics

Hetwork List—{Channel)
Name:

i SpeedStrean

: LnpP
Found IP ) it A:4E via TCP
Battery: 10X OhlSeds




Hetwork List—{Channel)
Home

FEOEE EE PR EE RE bR HE AR Bt B EE A4 b4 b4 HE 44

Battery: 10X Ohldm0s
Hetwork List—{Channel)

Name
B Client List—(putofit)
T WC

Batteryl 10X Ohloals
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Kismet on a Sharp Zaurus running Linux
000 [X| DumpLog 03-06-21 14:50.dump - Ethereal

File Edit Capture Display Tools Help |
Mo. [Time. [source Destination | Protocal [ nfo [~

344 19,093107 00:02:6F:01:85:74  D0306:253123cF 108 IEEE 802,11  Probe Response

345 19,100770  00302:6F:01:85:74  00:06:25:123cFich IEEE 802,11  Probe Respanse

346 19,179647  00:02:6F:01:85:74  00:06:253121cFich IEEE 802,11  Probe Respanse

347 19,130652  00:02:6F:01:85:74  00:06:253121cFich IEEE 802,11  Probe Respanse

345 19,130844  00102:6F 101:85:7 003061951171 cF B IEEE 802,11  Probe Response

351 19149973 T4 FEEEIREIRIEELEE 1 )

62 19,252208  00302:EFs0L88:74  FFIFFIFRIRFIEFoF g02,11

367 20174012 00302:6F:0185:74  FRIFFIFFIFFIFFIFF 802,11  Beacon frane

358 20,276B60  00302:6F:0L:85:74  FRIFFIFFIFFIFFIeF 802,11  Beacon frane

A28 21,198078  00302:6F:01:85:74  FRIFFIFFIPFIFFIeF 802,11  Beacon frane J

479 21,300603  00302:6F:01:85:74  FFFFiFFIFFIFFLer 802,11  Beacon frane

AZM M ANT44m MranD+C0+m +0E+ Td LL+CC+ L0+ L0 s 00+ 00 o 44 D mmmm Lo mnm é

X

B IEEE 802,11 wireless LAN management frame
B Fixed parameters (12 bytes)
Timestamp: OxOO000012FB2AB219
Beacon Interval: 0,102400 [Seconds]
M Capability Informationg x0001
B Tagged parameters (32 butes)
Tag Mumber: 0 (5510 parameter set)
Tag length: 15
Tag interpretation: SWW-BelmontEast
Tag Mumber: 1 (Supported Rates)
Tag length: 4
Tag interpretation: Supported rates: 1,0(B) 2,0(B) 5,5 11,0 [Mbit/zec]
Tag Mumber: 3 (DS Parameter set)
Tag length: 1

0000 80 00 00 00 FF FF FF FF FF FF 00 02 BF 0L 85 74 ... ..e. veaaDLt
0010 00 02 6F 01 85 74 d0 BE 19 82 3a fb 12 00 00 00 Lo, t.F L.l
0020 B4 00 01 00 00 OF 53 57 4e 2d 42 65 Bc 6d 6f Be  d.....SW N-Belmon
0020 74 45 61 73 74 01 04 82 84 0b 16 03 01 03 05 04 tEast... sevveien
0040 O 0L 00 04 vavs

Filter:| |wian.bssid == 00:02:6f01:65:74 /| Reset| Apply|| File: Dumplog 03-08-21 14:50.dump
PRIV

B ::E:::::::::E:PT -~
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N Ethereal: Filter Expression

Field name

Relation

TypedSubtype
Protocaol Flags
D3 status

To DS

From DS

Mare Fragments
Retry

PR MGET
tore Data

WEP flag

Qrder flag
Assaciation (D
Duration
Destination address
Source address

Receiver address

Transmitter address
il

Fragment number

Sequence numhber

Fragment overlap

Source or Destination address

Frame check sequence

Conflicting data in fraament overlan i

& s present

Range (offsetlangth)

[~

Accept | Close

= |

0o

X| Ethereal: Preferences

Yalue (Ethernet or other MAC address)
[00:02:61.01:65:74] |

Mame resolution &

B Protocals
aH
Al
ATR
BEEF
BGP
CFLOW
CLMP
COPS
DCERPC
Diameter
DH3
D3l
Ethernet
FC
FCIP
Frame
Find-1
Gryphan
GTP

IEEE £02.11

Reassemble fragmented S02.17 datagrams:
Aszsume packets have FCS:

Ignaore the WEP hit:
WEP key count:
WEP key #1:

WEP key #2:

WEP key #3:

WEP key #4:

ok |

L L =

[(nuin)
|(nully

|inully

|(nully

Apply Save Cancel




nmap
http:/ /www.nmap.org/nmap/

Network and port scanner

Scans any number of ports on any number of hosts
Remote 0S detection

Sophisticated stealth scanning

ldle, undetectable service “scanning™

08 X, Linux, #BSD, Solaris

Ethereal

http.//www.ethereal.com/

"8niffing the glue that holds the Internet together™

Network protocol analyzer

Layer 2+ (Layer 1 agnostic)

libpcap packet capture

08 X (on X), Linux, #BSD, Solaris, Win*
tepdump compatible file format




O O O ¥%| <capture> - Ethereal

File Edit Capture Display Tools Help
Ma. . |Time |Source Destination |Pr0tacol |Inf0 5
1 0,000000  10,15,6,1 10.15,6,33 HTTP HTTR/1,1 2000 OK
2 0,002895 10,15,6,33 HTTP Continuation
3 0,003344 10,15.B.1 TCP 52824 > http [ACK] Seq=9BB0727E7 Ack=107601726 Win=33204
5 0, 00751 HTTF Continuation

10,15.6.

33

! ; 15,61 GET . le HTTP/1.1
11 0067010 10,15,6,1 10,15,6,33 TCP http » 52824 [ACK] Seq=107B01857 Ack=96B074200 Win=7504
12 0,073638 10,15.6,1 10,15,6,33 HTTP HTTPA1.1 200 0K
13 0,073861 10,15.6,1 10,15,6,33 HTTP Continuation
14 0097565 216,254 ,17, 166 10,15,6,33 S5H Encrypted response packet len=1448
15 0100457 216,254 ,17, 166 10,15,6,33 S5H Encrypted response packet len=1448 /
[~ I =

® Frame 10 (433 bytes on wire, 433 bytes captured)
Ethernet 11, Srct 00:20:65:031e7:8a, Dst: 00:40:63:c0iaatdb
H Internet Protocol, Src Addr: 10,15,6,33 (10,15.6,33), Dst Addr: 10,15.B,1 (10,15,6,1)
E Transmizzion Control Protocol. Src Port: 52824 (52824), Dst Port: http (B0), Seq: 9BBOY3VEY, Ack: 10VE01857, Len: 433
B Hypertext Transfer Protocol
GET #style,css HTTPAL,1%n
Host: muzik,rob,swnsetn
Connection? keep-alivehrin
Referers: httpriimuzik,rob, zun/cgisplaying®channel=Muzikhrin
Uszer—figents MozillasG,0 (Macintosh: Ur PPC Mac 05 H: en-us) Applellebkit/74 (KHTHL, like Gecko) SafarisT4hrin
Accept: */%.\rin
Accept-Language: en-us, jaiq=0.21, de-de;q=0,86, de:g=0.73, fr-frig=0.71, frig=0.B4, nl-nl:q=0,57, nlygq=0.00, it-it:q=0,43

Ry
-1 =
e
0000 00 40 63 o0 as 4b 00 30 B5 03 &7 8a 08 00 45 00 @B, K,0 e,....E. &
0010 01 b Be 54 40 00 40 OB ba 7F O0a OF 06 21 0a OF  ,,°TE,E, .....!.. _J
0020 06 01 ce 52 00 50 39 95 1d a7 06 63 df cl 80 18 L, E.P9, ...i....
0020 B2 18 Gd ofF 00 00 01 01 0B 0a b1 15 F1 44 21 B2 L. 1..... ...l 0l
0040 Be ed 47 45 54 20 2F 73 74 79 Bc 65 Ze B3 72 73 L LGET /= tyle,css
0050 20 48 54 54 50 2F 31 Ze 31 0d Oa 48 BF 73 74 32 HTTPAL, 1,,Host:
00E0 20 Bd 75 Ta B9 Bb 22 72 Bf B2 2e 73 77 Ee 0d 0a muzik.r ob,swn, .
N7 AE BF Fa Fa ER F2 74 FQ EF Ea 22 20 Bk R BERE 7N Mermacti cant baan /
Filter [ip.adar == 10.15.6.33) | /| Reset| apply|[File: <capture= Drops: 0
000 X/ Contents of TCP stream
[

1

GET Astyle,css HTTRAL,1r

Host: muzik.rob,swnr

Connection: keep-aliver

Referer; httpid/muzik,rob,sun/cgisplaying?channel=Muzik r

|lzer—Agent.: MozilladS,0 (Hacintosh: Ur PPC Mac 05 X: en-uz) Applellebkit/74 (KHTHL, like Geckao) Safari 7dp

Accepts * %

Aocept-Language: en-us, jarq=0.21, de-de:q=0.86, de:q=0.73, fr-frig=0,71, frig=0.B4. nl-nl;g=0.57, nligq=0,50, it-it;q=0@
A3, itrg=0L 36, ja-jpre=0.29, eniq=0.93. es-esrge0.14, esiqe0.07r

r
HTTP/1,1 200 OKr

Date: Sat, 21 Jun 2003 21:30:03 GHTr

Server: Apaches/1,2,27 (Unix) PHP/4,3,1 DAVAL,0,31
Lazt-Hodified: Mon, 02 Jun 2003 20:52:41 CHT
ETag: "GRGE-f-478-3edbb919"

Accept-Fanges: bytesr

Content-Length: 11441

keep-Alive: timeout=15, max=33p

Conrection: Kesp-Aliver

Content-Type: text/cssr

r
body £

background-calors #bObObO:

colory #0000003

gont—Familu: "Trebuchet MS","Lydian BT":

A:link {oolor: #790073:)
Aivisited {colors #400040:3
Aractive {colors #FFOOFF:}
Aehower {colort #BO00RD:T

Jsqueallink |

font-zizey 9pt:

Ltitle {
font-size: 18pt:
+

!
Entire conversation (17461 hytes) | ASCI - EBCDIC . Hex Dump .« C Arrays Print{ Save As CID?“'




EtherPEG

http:/ /www.etherpeg.org/

Packet capture and graphics renderer

0S8 X 7 0S 9 only

Cool hack, little monitoring or debugging value
Leaves a surprisingly big impression

A6 EtherPEG
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e ‘The Internet Movie Database

Visited by over 15 million movie lovers each month!
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ORELLY NETWORK

Safari N
Bookshelf J"

O'REILLY”
mac ' . RELLY"
¥ devcenter. [ONDotnetcomygs J0Njqya . - ONLamp.com quh!ggﬁmﬂﬁ

!llil!ﬂhmdltblrigl

News for Nerds, Stuft that matters.

ngrep

http.//www.packetfactory.net/Projects/ngrep/

“Network Grep"

GNU grep switch syntax and regex match
Hex or ASCH output

Runs on 08 X, *BSD, Linux, Solaris, Win»
Prints data to STPOUT




ettercap

http:/ /ettercap.sourceforge.net/

Aggressive Packet capture and crack tool
SSH1 MITM attack tool

Pata injection

Password collector

HTTP File capture

ARP Poisoning...

Runs only on Linux

http./ /airsnort.shmoo.com/

WEP cracking tool (IV collector and analyzer)
Completely passive monitoring (pre-assoc.)
Linux only

Cisco Aironet, Orinoco, or Prism 2 card

Some suceess with iBook + AirPort + Linux:
http./ /www.swieskowskinet/code/wifiphp




ntop
http://www.ntop.org/ntop.htmi

“If you obey all the rules, you'll miss all the fun"

Network statistics logging and analysis

Charts & Graphs of network traffic

Mostly for tracking flows, can show client detail
0S X, Linux, FreeBSD, Solaris, Win»

htip or hitps web interface and configuration

{94 | Wetcome to ntopt - Mozills {Buld 1D: 20020652918 <2> [ e
" Eile Edit View Go Bookmarks Tools Window Help

i @g < @ ) [5 tosnanber 30007 @] @ @@o

o @Homa EEleukmsrks @Heﬂ Hat Mahwork 6$uppuﬂ e!’mﬂunts ETraIning ﬁsnsrk.rﬂup_md..

| About T Data Revd T Data Sent T Stats T IP Traffic T IP Protos 7 Admin 1

| Hw terface Type || Etnermet fiprbd]|

| Local Domain Mame || tecsielit |
| sampling Since || Tue Jul 3 131303 2002 [1-28] il
b statistics |[Totad Il 1.180] A
1 | | [unicast I s1.6%) 609
Multicast [Pt ) e
L —— | | [Broadcast [ 33.7%] 398
Traffic | Mutticast [ 1a7%] 179
Hosts
" Hultica
Domain
Flugins

» Original sereenshot: |
http:/wwwantoporg/niophiml «

| L
||< B4 byles

g 1$-zn“§ | ||« 128 pytes ; 424
oo §|< 256 bytes [ 78% 'j_é_i

QG =@ A pocument Done (0531 ses) =
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